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Executive Summary

In this deliverable the on-going progress of the Development of the iBorderCtrl software platform and related
interfaces (Work Package 4] is presented. As all tasks in WP4 are still ongoing until month 24, this report
delivered at month 18 represents the first prototype version of developed software solutions that make up
the iBorderCtrl platform. The next and final deliverable of this WP D4.2 to be delivered in m24 will represent
the completed versions at the end of WP 4.

In this deliverable we begin with the iBorderCtrl System described from a technical point of view, together
with the three user interfaces, that offer the user experience in the Traveller, Border Guard, and Border
Manager Applications. An interface/ communication description and data flows are provided demonstrating
the integration of the applications under the iBorderCtrl platform. The system data structure central to the
iBorder(Ctrl is presented with explanation of the QR code key to the quick identification of travellers into the
system, the underlying database and relevant technelogies. The cloud infrastructure designed and set up for
the platform in a way to enable scalability and robustness while ensuring security is presented next with a
focus on services, the deployment model, open technelogies relied on and the migration plan.

The design of the platform followed a security by design approach, this is presented along with the solution
on how information is secured in transit, at the database as well as how Security constraints are documented
and explored through the traceability matrix.

The major software systems developed in iBorderCtrl are presented; these are the RBAT, ELSI, BCAT modules
and the three user interfaces. Each system is presented in terms of its technical design, functionality, and
requirement coverage analyses.

The functionality of RBAT is presented demonstrating how the border managers (Risk authoring tool) would
interact with it to set the rules and what information will be provided to the risk database. The method to
derive the multi-criteria decision analysis steps -to determine the initial weights for each module- is
presented. This will help iBorderCtrl function from day one, while it's deployed through the pilots and these
weights are fine-tuned through the use of meta analyses on their actual performance.

The External Legacy and Social interfaces (ELSI) tool is presented, with a demonstration of how twitter
information from will be incorporated from consenting travellers. A detailed explanation of how legacy
databases will be incorporated utilizing the Universal messaging format (UMF) for SIS, V1S and EES.

BCAT is presented as the scientific workflow part of the project that will perform the meta analyses of collected
data. The user interface and algorithms to be incorporated are presented. To help enhance the understanding
of the potential outcome of this tool on the project and specifically to the border control authorities, scenarios
are presented for each set of algorithms that are designed to demonstrate how BCAT will perform analyses
and why this is expected to be impactful to border control and to the iBorderCtrl platform by enabling them
to be adaptable.

Finally, the three user interfaces are presented this time with a focus on the graphical implementation with
screenshots of the current versions and implementation details.
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1 Introduction

This deliverable report is an interim report on the first version of the iBorderCtrl software platform and
related interfaces developed as part of work package 4. The aim of the work package is to develop the project's
software tools and relevant interfaces and more specifically:

The data storage and communication infrastructure

The risk-based assessment tool (RBAT) and the integrated automated border control analytics tool
The External Legacy and Social Interfaces (ELSI)

The central data repository to collect the data into a single environment

The BCAT tool for meta analyses of data to enable a computaticnally intelligent adaptive border
control.

¢ The user interfaces for the border control agent, the border control manager, and the traveller.

The data storage and communication infrastructure is based on a privacy by design enabled integration
environment. Technical requirements were defined in WP2 of the project The infrastructure was constructed
with appropriate technical specifications, to be capable of supporting the large-scale content storage and
processing requirements envisioned by a future Europe wide deployment of iBorderCtrl.

The RBAT tool although based on a pre-existing tool provided by partner ED was customised for the border
control application and tailored to the requirements of iBorderCtrl. The authoring interface is presented and
how RBA' is integrated with the project through the iBorderCtrl databases is presented through data flows.

ELSI’s social component is implemented through the consideration of twitter as the social platform of choice.
Twitters’ APl and user agreements metthe requirements of the project. A tool was developed to communicate
with twitter's APl to recover data from consenting travellers for analyses. The legacy databases were focused
on existing systems deployed at the border SIS and VIS as well as the Entry/Exit System (EES) that although
not widely deployed is finalized and expected to be adopted -in the near future- by more countries. To achieve
the communication, we relied on the Universal Messaging Format (UMF) communication procedures as per
the description of Europol’s technical documents.

BCAT enables the combinaterial analyses of all data collected in iBorderCtrl utilizing statistical, machine
learning and data mining approaches to discover new patterns and knowledge that can be used through the
RBAT tool to enhance the performance of the system. Furthermore, the tool will be used to evaluate all
modules in iBorderCtrl through the analyses of data collected as part of the pilot phase. Finally, BCAT powers
the real time generation of widgets that provide key information to border control managers (future risk and
traffic prediction) as well as travellers (future waiting time).

The User interface for the Border Manager, Border Guard Portable Unit, as well as the traveller's pre-
registration phase are presented with screen shots of the current development versions and all technical,
design and requirement adherence information relevant to the project.

The data protection impact assessment is presented to demonstrate the on-going strict adherence to data
protection requirements across the iBorderCtrl system.

10
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2 IT infrastructure

2.1 iBorderCtrl System description

2.1.1 System technical description

The iBorderCtrl system unifies the different interdisciplinary architectural components presented in D2.2
(Reference Architecture and Components Specifications) and D3.2 (First version of all technological tools and
subsystems and Avatar based dialogue, DAAT, BIO - fingerprints and palm vein - tool, FMT, HHD tool,
Portable unit) and converges into an integrated system that provides to the traveller, the border guard and
the border manager a useful tool to better and more effectively run their daily operations and working
routines.

As explicitly described in D2.2, as far as the IT part is concerned, the iBorderCtrl system offers an integration
environment to host mainly the iBorderCtrl Database (which consists of multiple tables as will be described
in detail below) and specific software sub-systems concerning analytics and risk assessment, as well as the
three applications to be handed over to all actors involved in the project; these are the Traveller User
Application, the Border Guard User Application and the Border Manager User Application. The specific
software subsystems of the integration environment, consisting of the rule-based risk analysis tool (RBAT),
the border control analytics tool (BCAT) and the interfaces to the external and legacy systems (ELSI), will be
presented as separate Chapters, due to their specific nature and development aspects.

In the following, in the framework of the present Chapter, the description of the Three User Applications and
the main iBorderCtrl Database will be presented in detail, since they constitute the main interaction paths
between all kind of systems users and the respective data storage and processing. The analysis that follows
presupposes the connectivity and interfacing of the above main system components with the biometrics and
sensor related modules Javatar, DAAT, BIO, FMT and HHD) that are described in detail within D3.2.

2.1.1.1 Traveller User Application (TUA)
The Traveller User Application will be responsible tc manage the pre-registration procedure.

The application backend will store the information provided by the user to the iBorderCtrl database and will
provide simplified access to the stored data. The traveller user application will include also the traveller user
interface, which is the presentation layer (visualisation) of the application in a user friendly, self-explained
and simple format for the traveller. Through this application, the travellers, following their consent, will be
able to enter and update their personal information, upload travel related documents (such as VISA, passport)
and travel information (tickets, hotel reservation, vehicles data etc.) and undertake the avatar interview. The
application will send to the traveller a QR code upon completion of all required preregistration steps; when
the QR code is handed over to the Border Guard at the BCP all information collected during the preregistration
phase will be retrieved by the system in order to speed up the process.

From a technical point of view, the Traveller User Application - server-side application is implemented in a
service-oriented approach using OSGi technology. The Open Services Gateway I[nitiative (0SGi) defines an
architecture for developing and deploying modular applications and libraries. From a developer's perspective,
0SGi offers the following advantages:

. Different modules of the application can be installed, uninstalled, start, and stop dynamically without
restarting the container (see explanations below).

. The application can have more than one version of a particular module running at the same time,

. 0SGi provides very good infrastructure for developing service-oriented applications, as well as

embedded, mobile, and rich internet applications,

The Traveller User Application bundles are deployed using the Karaf OSGi container. Apache Karafis a modern
and polymorphic container powered by OSGi. Karaf can be used standalone as a container, supporting a wide
range of applications and technologies. [t alsc supports the "run anywhere” (on any machine with Java, cloud,
docker images) using the embedded mode. Karaf OSGi container was chosen because it is a lightweight,
flexible, powerful and is the perfect solution for systems integration.

11
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The network communication between components is implemented using CXF RES'T services. CXF enables the
development of RESTful services via annotations using the HTTP Binding. One advantage of using CXF is more
flexibility in terms of deployment. It can be deployed in a web container or an embedded web container and
run as a standalone application. CXF also provides integration with other frameworks like spring and also
provides tools to work with schema / WSDL etc. The Database layer is build using the Hibernate ORM, and
queries are executed in JPQL. As an Object/Relational Mapping (ORM) framework, Hibernate is concerned
with data persistence as it applies to relational databases.

The Client-Side of the TUA is implemented using lonic 3 and Angular 4. lonic has the advantage to recognize
the platform specific advanced CSS proportional to the native look and feel on different mobile operating
systems. [t reduces the requirement for code changing as it gives the codes of mobile-optimized HTML, JS, and
CSS components. Aside from this, lonic incorporates into Angular]S, which turns into a robust structure that
makes code more manageable. With regards to creating mobile and web applications, Angular|S is a broadly
preferred framework. The extensions to HTML's sentence structure offered by Angular|S are extremely useful
for the design of mobile applications. The lonic structure utilizes Angular]S to offer a bunch of centre
functionalities to the designer with the goal that they can incorporate alluring components into the
application. Angular]S is an ideal approach to make program-based applications, while with the assistance of
the lonic structure, versatile designers can make hybrid applications and web applications. As a result of the
above, the client-side of TUA can be built for Web, Android, iPhone or Windows Phone.

2.1.1.2 Border Guard User Application (BGUA)
The Border Guard User Application will be responsible to manage the border-crossing procedure.

The Border Guard will interact with the iBorderCtr] platform through a dedicated web-based Border Guard
User Application, which will be accessible and handled only by the Border Guards either through the portable
unit or through a local terminal (i.e. PC) at the guards’ booth at the BCPs. Through this application the Border
Guards will be able to perform the Border Checks for each traveller crossing the BCPs: enter the travellers’
and vehicles’ documentation data during Border Checks, upload their travel related documents (such as VISA,
passport, etc.), perform and upload scanners checks (fingerprints, palm vein, face matching etc.) and retrieve
from the iBorderCir] database the risk score per traveller. The BGUA interface workflow will be based on the
“On-border” crossing point check general scenario that was described in the WP2 Deliverable 2.2.

The current advancement in the implementation of the Portable Unit (PU) involves the development of the
application controlling devices and design of the harness playing the role of the frame for the hardware, worn
by the Border Guard (BG). The system has three hardware levels, which cooperate in order to send the data
to the central iBorderCtrl database. These are:

. Local server, responsible for the collection of data from the PU application from all Portable
Units deployed per BCP. The data acquired from the devices will be stored temporarily and passed to
each of the respective modules. After the border control procedure is concluded, these data can be
deleted (as will be stored in the core of the system). In the server the permanent data will also be
stored, referring to the details about the procedure: the date and time of starting and concluding the
border checking procedure, identifier of the traveller / travel through the QR code and identifier of the
BG checking the travellers, the GPS position of the BG, as well as the outcome of the checking procedure
(passing or turning down the traveller). The local server will also be used to transmit the risk
assessment between the central database to the PU,

. Central Computing Unit (CCU), being the portable tablet / computer with the BG User
Application. Here the control over the data acquisition devices is executed and the information about
the risk assessment for the particular border checking procedure is presented and visualised. The
procedure is performed using a set of screens, related with the particular acquisition stages. The
respective GUI is also able to cooperate with the HHD tool, which directly provides its own individual
risk score that is passed by the BGUA to the central iBorderCtrl database and the RBAT tool,
contributing to the final risk assessment. The final risk score will be collected by the BGUA application
and will assist the BG's final decision.

12
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) Data acquisition devices, which must cooperate with the CCU. These data acquisition devices
consist of all scanning devices that are used during the border checking procedure. The [ntegration of
them with the BGUA application was the main advancement during this first period of the project.

Central iBorderCtrl

database
FMT RBAT
|
BIO -
Local
database i

o [
<7 "

Figure 1 Integration of the local BG system with the central iBorderCtrl system

2.1.1.3 Border Manager User Application (BMUA)

The Border Manager User Application will be responsible to manage all the information collected and stored,
facilitating the BCP everyday work and will operate in the background.

The Border Manager User Application provides information concerning historical data as well as predictions
of future days risk and traffic, providing statistics to assist the Border Managers on organizing and handling
their everyday work. Consider for example decisions on the number of shifts and additional lanes to be used
in case of heavy traffic or effective utilization of resources i.e. assighments of more experienced officers in
days of high risk travellers expected. The BCAT tool is integrated within the BMUA to also allow the seamless
expansion of the data analytics into novel scientific workflows making them directly available to border
managers. The design of the Border Managers Application provides a transparent and seamless experience
with all information of interest to them through a secure intranet portal. It combines detailed information in
the form of a dashboard te the travel manager to help them plan ahead and more efficiently manage their
resources in terms of expected traffic and risk, as well as it provides access to BCAT tools for meta-analyses
and to the RBAT back-end for providing new rules to be instantly deployed in the field.

The BMUA needs to ensure scalability with potential deployment across all EU borders and a tremendous
volume of data related both to upcoming travels (from pre-registration derived data of not yet border
crossings) and those collected within the actual border crossings, as well as historical data collected with the
scope of analysing them; to produce knowledge that would enhance automation, improve prediction accuracy
and fine tune risk assessment based on empirically derived data. Furthermore, some of the analyses will need
to run frequently to provide predictions about upcoming changes in overall border risks; therefore, ensuring
scalability access to large high-performance computing resources is required.

To meet all those requirements, the BMUA application needs to rely on a strong scientific workflow system
that would allow border managers to get access to information through the real-time analyses of data using
state of the art analytical approaches. There is a clear need for a user-friendly interface that does not require
any advanced analytical, programming or scripting expertise on the part of the border manager and that relies
on a familiar web-based user interface capable of deploying computaticnally intensive tasks on secure cloud
based resources, thus utilizing secure cloud based databases. To meet this task, we chose to repurpose the
Galaxy Project!, an open, web-based platform for accessible, reproducible and transparent computational
research; although initially designed for biomedical analyses, the Galaxy project has been also re-purposed

Uhttps:/ /palaxyproject.org/
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across other fields, primarily due to its ability to provide a user-friendly approach to scientific workflows,
therefore, enabling respective adjustments for the purposes of the iBorderCtr] project.

Dashboard type graphics (Figure 2) with real time analytics are implemented to present real time information
to border managers that will empower them to manage their borders better, increasing their efficiency and
reducing the cost. To achieve this, one of the novel features is the ability to utilize pre-registration data as well
as historical data from past years to calculate relatively accurately both the number of people expected to
cross the border at a specific time, as well as, the relative risk of each traveller.

EEGalaxy / BCAT

Gt
B This graph s describing the percentage of rish expected each day ameags! the

e vy

This gragh is cescribing the number af travelors expected o pass through the border

et A2y frne e foalmeing 10 A

Figure 2 Expected risk dashboard graph for next days for border managers

2.1.2 System interfaces description - integration within the iBordercCtrl system

It is evident that the iBorderCtrl holistic platform with all its software and hardware components and
dimensions is overall a complicated multi-disciplinary system; consisting of a blending of various types of data
(text, video, images, dashboards etc.), various hardware and software technologies, scanning devices and
advanced algorithms implemented along with various types of users involved with different needs each other.
The overall architecture comprises the handling of various topologies and distributed processing along with
local services at the BCPs (which are gecgraphically distributed within the EU); all to be interconnected
together through a cloud-based approach in the end.

In order to effectively tackle the inherent complexity of the relevant interactions and interfaces between all
the above a step by step approach was initiated, starting from the high-level interactions among the various
components in terms of their data exchange; as the development and software implementation further
progresses, these interactions are being detailed in depth and will end-up in a format directly following purely
technical software-development terms. At this particular project's stage, the first steps of this approach
resulted in a detailed mapping (in the form of extended “technical responsibilities excel sheets”) of the data
exchanges and interfaces among the various components of the whole system per User Application; in terms
of “what is being consumed from and what is being provided to which", so that all interconnections
between the various subsystems to be adequately described in terms of their interfaces, data description and
data exchange to enable their appropriate integration, processing and handling.

For the sake of proper visualization and representation of all this extended information in a format
comprehensive and understandable by the reader, the above detailed mapping has been “interpreted” in the
following three diagrams, one per User Application. These diagrams represent in a visualised way, the “high-
level data flow, exchange and interfaces” per User Application between the users, the various subsystems
and the iBorderCtrl platform, mainly the iBorderCtrl database which is the core of the system. A colour code,
explained in the upper left of each diagram, indicates the various types of data exchanged, while the main
functions of the overall system are highlighted. Then, the detailed dataflow for each User Application
separately will be described in the sections to follow these three general diagrams,

14
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2.1.3 System data flow description

2.1.3.1 Traveller User Application

In order to perform the pre-registration of the iBorderCtrl system, the traveller with the use of a camera
equipped maobile phone / tablet / laptop / PC enters the traveller user interface of the traveller user
application (TUA). The initial screen welcomes the user to the iBorderCtrl preregistration procedure and
briefly presents the project objectives. A text provides information to the traveller regarding the data which
will be required during the procedure and asks for the traveller’s informed consent (checkbox). The TUA will
require the informed consent of the traveller in order to continue (ticking the checkbox).

Subsequently, the traveller is given two options: to register to the system or to log in to the system. If it is the
first time using the iBorderCtrl system, the traveller should first register to the system, providing some initial
required information (i.e. name, surname, gender, user name, password etc.). The TUA will verify that the user
has entered all the obligatory information, whether the user name entered by the traveller is available and
whether the password is strong enough. Once the user successfully completes the above step, TUA will store
all provided information te the iBorderCtrl database. Moreover, the TUA will send an email to the traveller
with a link for activation/verification of the requested account and a link for cancelling account request. If the
traveller decides not to activate the account, TUA will revoke the whole procedure and will delete all
information stored in the database. [f the traveller decides to activate the account, TUA will activate the
relevant user account and will display the login screen where the traveller will have to enter the correct
credentials.

TUA will set access permissions to the traveller as long as the provided credentials match the ones in the
database. The traveller once logged into the TUA, can decide to register a new trip, to view his/her profile or
old trips, to see statistics or traffic information regarding planned trips or to provide feedback for the whole
procedure. In the latter case, the TUA will store the user feedback to the iBorderCtrl database. If the traveller
decides to register to a new trip, first of all he /she will have to add all the countries that he/she will cross until
the final destination is reached. Following this procedure, the traveller is requested:

) to fill in travel-related information for every country he/she will visit (i.e. length of stay,
purpose of trip, expected date of arrival at the borders etc.)

) to declare the travel document/s (passport or ID, visa, residence permit) he is going to use in
each country and to enter respective information about these travel documents

) to follow the instructions in order to take a photo of the above registered travel documents
using the camera of his/her mobile phone / tablet / laptop / PC

) to declare if he/she is going to use a private vehicle during the trip and enter relative
information (i.e. license plate, ownership, driver license number etc.)

) to follow the instructions in order to take a photo of the driver's licence using the camera of

his/her mobile phone / tablet / laptop / PC.

TUA will verify that the traveller has entered all the obligatory information and will store all information
entered by the traveller (mentioned above) to the iBorderCtrl database.

}, TUA will generate the QR code which includes the traveller user and
travel ID. The QR code associated with the RBAT risk result for the pre-registration procedure will be stored
in the iBorderCtrl database. The generated QR code will be also sent via email to the traveller and also
displayed on the screen of the traveller's mobile phone / tablet / laptop / PC. The traveller will have to
download the QR code in order to present it at the border guards when crossing the border.
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1t should be noted that throughout the pre-registration procedure, the traveller is going to be able to revoke
the whole procedure and withdraw his/her consent. In this case, TUA will immediately delete all information
stored in the iBorderCtrl database.

Figure 6 Traveller User Application Data flow

2.1.3.2 Border Guard User Application

In order to perform Border Check-in Procedure using equipped tablet, the Border Guard needs to pass login
and password to the BGUA, the initial screen will welcome the user and inform about connecticn and battery
level status of Portable Unit equipment: QR code reader, camera, document reader, fingerprints and palm vein
reader. Not registered users will have to create an account and provide the system with required information
such as: Name, Surname, border guard id number, e-mail address etc. The BGUA will verify if all required
information was provided, if entered login is available or password is strong enough. The BGUA will send the
verification email message on the provided e-mail address, in order to authorize the registration process.

The push button START will begin the check procedure. The BGUA will instruct the officer what exactly device
is needed to perform each procedure and warn if any extraordinary situations appear. After each procedure
of data acquisition, the BGUA will display gathered data -related to each check- as well as any requested
additional traveller information and estimated risk score. 'The HHD tool is foreseen to be connected in the end,
providing directly its own risk score. During check procedure the BGUA backend will be updating the local
database, in order to provide rest subsystems with the required information, passing it to the main iBorderCtrl
database and returning back the final risk score after the RBAT calculations.

After each task is completed the BGUA will display the final risk score of the traveller at border crossing and
the Border Guard will have to pass to the system whether his/her final decision is positive or negative.

19
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Figure 7 BGUA application data flow

2.1.3.3 Border Manager User Application

In order to have access to Border Manager User Application, an authorized person needs to provide a verified
username and password. A successful verification leads the user to enter into the system from which -based
on the access control of the account- a certain access of use is provided. The interface page will display
information in the form of a dashboard (graphics and tables). 1t will be possible to engage the functionalities
of BCAT directly from BMUA to perform targeted analytics using scientific workflows based on the user's
access rights. The cutcomes of these requests are provided either with graph representations or with a simple
tabular response as required.

The dashboards that are the first information presented following successful log in by a border manager are
calculated automatically providing weekly risk scores and traffic information based on the iBorderCtrl
database pre-registrations. These are designed to help the border manager identify potential changes in traffic
or risk that she/he should address by adjusting the schedule and planning of her/his border crossing point.
The dashboard will be in place to give numbers as to the travellers expected daily and in more advance
requests number of high risk travellers estimated to arrive etc. It provides essentially an application where
border guard can visualize what to expect and properly prepare for it.

Beside that helpful informaticn and the friendly environment created, the Border Manager User Application
also includes BCAT tools where the main purpose is the use of statistical packages and data mining/machine
learning algorithms to perform advanced analytics of the data in the iBorderCtrl database allowing for: the
discovery of key knowledge that could act as new rules, or updated weights and thresholds for existing rules
that the border managers after review may include in their own instantiation of RBAT to increase their efficacy
and be able to introduce risk patterns, make use of the plethora of raw datasets, and transform them into
valuable information.

20
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Figure 8 BMUA User Application Data flow

2.1.4 System data structure

2.1.4.1 Database tables

The iBorderCtrl database stores all the information provided by the travellers during the pre-registration
phase and the Risk scores (or additional information about the check outcome of the processed data)
provided by each iBorderCorl module during the pre-registration and the border crossing. The respective
tables and schema of the iBorderCtrl database are presented in the following figure.

21
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Figure 9 iBorder(Ctrl database schema (“traveller tables”)
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Figure 10 iBorderCtrl database schema (“border guard tables”)

2.1.4.2 Dictionary of iBorderCtrl Database
Each field presented in the iBorderCtrl database schema presented in Figure 6 is explained in the tables below:

UserAccount Table
Field Explanation Remarks
Type The type of user is going to be stored
[traveller, Border Guard (Officer), Border
Manager]
login_name The traveller enters his own user
name and password, the System
Administrator for Border
Managet and the Border Manager
for Border Guards.
password Same as above
status Active, disabled, authorized/unauthorised
etc.
created_on
modified_on
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Traveller Table

Field Explanation Remarks

Name TUA stores the name as entered by the J
traveller.

Surname TUA stores the surname as entered by the J
traveller.

Gender TUA stores the gender as entered by the
traveller.

Date_birth TUA stores the date of birth as entered by J
the traveller.

Nationality TUA stores the nationality as entered by the
traveller.

Country_residence TUA stores the country of residence as

entered by the traveller.

address TUA stores the address of the traveller as
entered.

Mobile_telephone TUA stores the mohile telephone as entered
by the traveller.

email TUA stores the email of the traveller as
entered.

Twitter_Account TUA stores the Twitter account of the
traveller as entered.

Citizenship TUA stores if the traveller has single or j
multiple citizenship. (Options:  Single,
Multiple)

InitialTravellnfo Table

Field Explanation Remarks
Origin TUA stores the origin country of the trip as
entered by the traveller.
Destination TUA stores all countries that the traveller J
goes through during his travel as entered by
the traveller.
length_of stay TUA stores the number of days the trip will J

last as entered by the traveller.

contact_information TUA stores the contact information during
the trip (relatives, friends etc.) if provided
by the traveller.

hotel_reservation TUA stores the hotel reservation if any and
if provided by the traveller.

expected_date_arrival TUA stores expected date of arrival as
entered by the traveller.

expected_time_arrival TUA stores expected time of arrival as
entered by the traveller.

expected_date_departure TUA stores the expected day of departure as _]
entered by the traveller

24
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rating_of_procedure

TUA stores the rate of procedure as entered
by the traveller

1-5 stars evaluation at the end of
the TUA procedure

review_of_procedure

TUA stores review of the whole procedure
as entered by the traveller in text form.

Free-text evaluation at the end of
the TUA procedure

Custom Sponsor

TUA stores who is paying for the travel
expenses as selected by the traveller
(Options: Emplover, My Self, My Family,
Other)

Custom Transport

TUA stores the means of transportation to
be used during the travel as selected by the
traveller (Options: Car, Train, Ferry, Plane,
On Foot, Lorry, Coach, Other)

Custom Purpose

TUA stores the purpose of the traveller’s trip
as selected (Options: Business, Education,
Vacation, Visit Family, Find Employment,
Attend Conference, Other)

Refused_entry

TUA stores the Y/N answer of the traveller
whether he/she has ever refused entry to
the Schengen area,

Removed

TUA stores the Y/N answer of the traveller
whether he/she has ever removed from the
Schengen area

Health_insurance

TUA stores this Y/N field if the traveller has
health insurance.

Health_Country

TUA stores the country where the traveller
has health insurance to (if above field is Y).

Travel table
Field

qrcode

Explanation
TUA stores the generated QR code upon
completion  of  the  pre-registration
procedure

Remarks

rating of_procedure

TUA stores the rate of procedure as entered
by the traveller

1-5 stars evaluation at the end of
the TUA procedure

review_of_procedure

TUA stores review of the whole procedure
as entered by the traveller in text form.

Free-text evaluation at the end of
the TUA procedure

Traveller Doc Table

Explanation

Remarks

doc_number

TUA stores the number of the traveller '

document as entered hy the traveller
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doc_issuing_office

TUA stores the issuing office of the travel
document as entered by the traveller

doc_issue_date

TUA stores the issuing date of the travel
document as entered by the traveller

doc_exp_date

TUA stores the expiry date of the travel
document as entered by the traveller

doc_country

TUA stores the country who issued the
travel document as entered by the traveller.

doc_status TUA will store the status of the document;:
(expired or valid) as entered by the traveller
doc_photo DAAT is going to store the photo of the | The same is going to apply also for
whole passport page all travel documents (visa, id etc.)
Document Table
Field Explanation Remarks
document_type TUA stores the type of travel document
(passport, visa, id, residence permit)
document_status TUA will store the status of the document;
(expired or valid)
VehicleDoc Table
Field Explanation Remarks
license_plate TUA stores the license plate of the vehicle to
be used during the trip as entered by the
traveller
Insurance_policy TUA stores the insurance policy number of
the vehicle to be used during the trip as
entered by the traveller
ownership TUA stores the name of the owner of the
vehicle to be used during the trip as entered
by the traveller
driver_license TUA stores the number of the driver license
as entered by the traveller
Issuing country TUA stores the issuing country of the driver
license as entered by the traveller
Licence_photo TUA stores the drivers licence photo as
uploaded by the traveller
BORDER GUARD Tables
Field Explanation Remarks
officer_id Officer's record identifier
login Officer's login to the BGUA The officers enters his own user

name and password
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password Officer's password to the BGUA Same as above
name Officer's name
surname Officer’s surname

mobile_phone

Officer’s mobile phone number

email Officer's email
created_at Date of the account creation
last_login Date of the last login to the BGUA

officers_additional_info

Filed for special characters/features of the
officer

bourder_crossing country

Operation country for border guard

id of the country, used also by
COUN'TRY table

bourder_crossing designation

Operation designation for horder guard

id of the designation, used also by
DESIGNATION

COUNTRY Table
Field Explanation Remarks
country_id Country identifier
country Country e.g. Poland-Ukraine
DESIGNATION Table
Field Explanation Remarks

designation_id

Designation identifier

designation

Designation

e.g. Medyka-Shehyni

BORDER GUARD SESSION Table

Field Explanation Remarks
session_id Session identifier used also by BORDER CONTROL
PROCEDURE table
officer_id Officer id that performs the control session

start_shift_time

BGUA stores the time of session begin

end_shift_time

BGUA stores the time of session finish and
time
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start_shift_date

BGUA stores the date and time of session
begin

end_shift_date

BGUA stores the date of session finish and
time

number_of controls

BGUA stores the amount of completed
controls during session

start_battery_level

BGUA stores the start battery level

end_battery_level

BGUA stores the final battery level

BORDER CONTROL PROCEDURE Table

Field Explanation Remarks
control_id Control identifier used also hy PICTURES table
session_id Session identifier
start_time BGUA stores the time that control begin
end_time BGUA stores the time that control finish
start_date BGUA stores the date that control begin
end_date BGUA stores the date that control finish
travel_id BGUA stores the travel id based on QR code

provide by traveller during control
procedure
user_id BGUA stores the user id based on QR code

provide by traveller during control
procedure

qr_code_risk_score

BGUA stores the pre-registration risk based
on QR code provide by traveller during
border control procedure

daat_risk_score

BGUA stores the risk provided by DAAT

bio_risk score

BGUA stores the risk provided by BIO (palm
vein)

fmt_risk score

BGUA stores the risk provided by FMT

fingerprint_risk_score

BGUA stores the fingerprint match score

hhd_risk_score

BGUA stores the hidden humans detection
score

final_risk_score

BGUA stores the final risk score provided by
RBAT
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pass_nopass

BGUA stores the officer decision

palm_vein_timestamp

BGUA stores the palm vein timestamp

bep_localization

BGUA stores GPS localization of border
crossing control

BCP TEMPORARY DATA Table
Field Explanation Remarks
control_id Control identifier used also hy PICTURES table
qr_code BGUA stores the QR Code pattern provided
by the traveller during border crossing
procedure
doc_type BGUA stores the type of the travel document

provided by the traveller during border
crossing procedure

doc_number

BGUA stores the number of the travel
document provided by the traveller during
border crossing procedure

doc_issuing_office

BGUA stores the issuing office of the travel
document provided by the traveller during
border crossing procedure

doc_issue_date

BGUA stores the issuing date of the travel
document provided by the traveller during
border crossing procedure

doc_exp_date

BGUA stores the expiry date of the travel
document provided by the traveller during
border crossing procedure

doc_country

BGUA stores the country who issued the
travel document provided by the traveller
during border crossing procedure

doc_status BGUA stores the status of the document:
(expired or valid) provided by the traveller
during border crossing procedure

doc_photo BGUA stores the photo of the whole passport

page provided by the traveller during
border crossing procedure

rfid_fingerprints_pattern

BGUA  stores the fingerprints pattern
fetched from the RFID biometric document
provided by the traveller during border
crossing procedure
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sensor_fingerprints_pattern BGUA stores the fingerprints pattern of the

traveller fetched from the biometric sensor
during border crossing procedure

rfid_face_picture BGUA stores the face picture of the traveller
fetched from the portable digital camera
during border crossing procedure

PICTURES Table
Field Explanation Remarks
picture_id Picture identifier few pictures per traveller
control_id Control id to which picture belongs
face_picture_photo BGUA stores the face photo of the traveller
best_quality Is it the photo with best quality per
traveller?

2.1.4.3 Database technologies
For the purposes of the iBorderCtrl project and since:

» the kind of data that will be stored is relation data,

» big-data analytics will not be performed,

» spatial data will not be stored,

= engine should offer support forums,

» marketplace trends (databases popularity) should be balanced,
e very large tables will be avoided

MySQL 5.7.Xand its InnoDB engine will be used. The MySQL Database is a full-featured RDBMS and powers
the most demanding Web, E-commerce and Online Transaction Processing (OLTP) applications. [t is a fully
integrated transaction-safe, ACID compliant database with full commit, rollback, crash recovery and row level
locking capabilities. MySQL delivers the ease of use, scalability, and performance that has made MySQL the
world's most popular open source database. Some of the world's most trafficked websites like Facebook,
Google, Twitter, Uber, and Booking.com rely on MySQL for their business-critical applications.

2.1.4.4 QR code

For the operation of the entire iBorderCtrl system and its different application, the connecting point for all
information transfer (that also enhances the security of the system and introduces the pseudonymization
privacy-enhancing technique) is the QR code. The traveller's QR-Code will contain only the traveller_id
and the travel_id as well. None of the traveller’s Personally ldentifiable Information (P11) will be included in
the QR code and as a result the traveller identity cannot be revealed through the QR code. This makes the
communication between the iBorderCtrl modules easier and secure. Each of the subsystems will be able to get
the information which they want using the QR-Code provided to them by the Traveller User Application.

The QR-Code is generated using the com.google.zxing library. ZXing library boasts the best maintenance
record and is also the most popular one. It is a Google project from where is receiving regular updates. It
consists of a core Java library that handles the decoding for all platforms, and a number of platform-specific
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apps (including Android, Glass, Java SE, and the web). The Android application in the repository- is the
application known simply as Barcode Scanner.
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Figure 11 QRcode diagram

2.1.5 Technical requirements coverage

Note: The BCAT and BMUA associated requirements have been inserted in the following Tables depending
on the phase they address to.
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2.2 Cloud Infrastructure

2.2.1 Software stack implementation

“The iBorderCtrl Platform will present a distributed computing architecture whose resources should be
hosted on a cloud-based infrastructure. The goal is, when the platform reaches its full development status, to
be directly implemented on a cloud-based infrastructure whereas the cloud provider to be chosen will provide
the required virtual machines for the different components to perform, as well as a secure connection to the
virtual machine (using SSH) for installing the aforementioned software modules and applications. Towards
this goal, the iBorderCtrl project is already in the process of assessing options for cloud-based resources
provision in order to result in a scalable and robust selution that will adequately meet the relevant security,
storage and data processing along with the data privacy requirements defined in Chapter 4. Based on this
roadmap set herein, the iBorderCtrl project will further refine the relevant cloud requirements in the
framework of WP4 (task 4.1) in order to fully proceed in the implementation of the iBorderCtr] platform on a
cloud-based infrastructure.”?

2.2.1.1 Cloud computing services

Following the detailed description of the software stack as presented in Section 6.4 of D2.2, an assessment has
been conducted between the different service categories of cloud computing?:

# Software-as-a-Service (SaaS): The capability provided to the consumer is to use the
provider’s applications running on a cloud infrastructure. The applications are accessible from various
client devices through either a thin client interface, such as a web browser (e.g,, web-based email), or
a programming interface. The consumer does not manage or control the underlying cloud
infrastructure including network, servers, operating systems, storage, or even individual application
capabilities, with the possible exception of limited user-specific application configuration settings.

> Platform-as-a-Service (PaaS): The capability provided to the consumer is to use the
provider's development platform (programming languages, libraries, services, and tools) in order to
create, test and host new applications. The consumer does not manage or control the underlying cloud
infrastructure including network, servers, operating systems, or storage, but has control over the
deployed applications and possibly configuration settings for the application-hosting envireonment.

> Infrastructure-as-a-Service (laas): The capability provided to the consumer is to provision
processing, storage, networks, and other fundamental computing resources in order to build a
customized computing environment. The consumer does not manage or control the underlying cloud
infrastructure but has control over operating systems, storage, and deployed applications; and
possibly limited control of selected networking components (e.g., host firewalls).

Responsibility 1aaS  PaaS Saas

Data classification
and accountability

Client and end
point protection

The figure on the right depicts the various
control responsibilities that cloud customers s
and providers have in laaS, PaaS, and SaaS

environments#

Network controls

Host security

Physical secuirty

Cloud custormer

Figure 12 Considerations for cloud service choice

2"D2.2 Reference Architecture and Components Specifications”, iBorderCtrl project Deliverable

2 The Top Open Source Cloud Projects of 2014, viewed November 9, 2015 <htips://soo.gl /HOUtA2 >

1 Transforming Government - Cloud policy framework for innovation, security, and resilience, 2015, Microsoft, viewed
November 9, 2015 <htip://opo.gl/T']z1]h>
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The iBorderCtrl approach: The iBorderCtrl platform enhances the [aaS solution with two modules that
provide the high-availability and scalability features in a way that is transparent to the application owners. By
accompanying the laaS layer with the Data Service layer and Access layer, the data and the HTTP traffic
management are delegated to the platform while the application’s business logic is still contained on the
VM(s). This approach offers great flexibility as it does not require architectural changes to the applications but
also keeps the deployment complexity low because the application owner “leverages” the high-availability and
scalability features of the platform. The only drawback of this solution comparing with the SaaS$ is that the
application owners are not entirely independent from platform administrators as the later should configure
the high-availability and scalability features per application.

The following table summarises the different application migration options:

Description Pros Cons
Full laa$ All the application + No architectural - High deployment
components are change of the application complexity because the
deployed on VM(s) + Full control on the application owner must
explicitly managed by resources used for the take care of installing
the application owner deployment and configuring all the
components for high
availability and
scalability
laaS Data and H1'I'P traffic + No architectural - Because of the
" management are change of the application centralized
handled by the + Less deployment administration of the

Data Service
Layer

+

platform, while the
application business
logic is still deployed
on VM(s)

complexity because the
application owner
'leverages’ the high-
available and scalable

shared functions (e.g.
data service layer),
application owners
cannot deploy their

Access Layer

Paas$ +

Data Service
Layer

features of the platform
layers

applications in full
autonomy

Applications are + No infrastructure -
hosted on the PaaS management required by
Layer and use the Data the user (the platform does
Service Layer for it for her)

storing data

Applications may
Tequire significant
changes to comply with
Paa$ principles

Table 4 Different application migration options supported by iBorderCtrl Platform.

2.2.1.2 Cloud Deployment Model

Public Authorities should consider, when they plan their Cloud strategy, the different Deployment Models of
Cloud Computing:

> Private Cloud: The cloud infrastructure is used exclusively for internal applications within an
organisation comprising multiple consumers (e.g, business units). 1t may be owned, managed, and
operated by the organization, a third party, or some combination of them, and it may exist on or off
premises.

> Community Cloud: The cloud infrastructure is used exclusively by multiple organizations
that have shared concerns (e.g, mission, security requirements, policy and compliance
considerations). It may be owned, managed, and operated by one or more of the organizations in the
community, a third party, or some combination of them, and it may exist on or off premises.

> Public Cloud: The cloud infrastructure is provisioned for open use by the general public. It
may be owned, managed, and operated by a business, academic, or government organization, or some
combination of them. It exists on the premises of the cloud provider.
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> Hybrid Cloud: The cloud infrastructure is a composition of two or more distinct cloud
deployment models (private, community, or public) that remain unique entities, but are bound
together by standardized or proprietary technology that enables data and application portability (e.g.

cloud bursting for load balancing between clouds).

The following table summarises the pros and cons of the different deployment models5.

Option

Private Cloud

Public Cloud

Hybrid Cloud

Pros

+ More control and reliability: 1T can
control the security of data, set compliance
requirements, and optimize networks more
effectively with cloud.

+ Customizable: IT can custemize storage
and networking components so that the cloud
is a perfect fit for the specific organization
and its needs.

+ Ease of management: Organisations 1T
departments do not manage their public
cloud; they rely on Cloud provider to
administer the cloud.

+ Ease of deployment: With the public
cloud, there is low barrier to entry, sc you can
quickly configure and stand up a cloud.

+ Flexible: Users can add or drop capacity
easily. Moreover, the environment is typically
accessible from any Internet-connected
device, so users don't need to jump through
many hurdles to access.

+ Flexible and scalable: Organisations are
able to combine and match for the ideal
balance of cost and security.

+ Cost effective: Organisations can take
advantage of the cost-effectiveness of public
cloud computing, while also enjoying the
security of a private cloud.

Cons

- Requires [T expertise: A high-
level of IT expertise is required to
ensure maximum effectiveness and
optimal configuration of the
deployment.

- Costlier: The long-term costs
may be higher due to increased
Mmanagement responsibilities and
smaller economies of scale.

- Can be unreliable: Public
cloud outages are quite common,
leading to headaches for users.

- Less secure: The public cloud
often has a lower level of security
and may be more susceptible to
hacks. In some cases, cloud
providers may not be able to meet
the strict constraints mandated by
government institutions.

- Complexity of management:
Moving parts between public and
private clouds can be a challenge.

- Requires IT expertise: A high-
level technical staff is required to
guarantee security vulnerability on
all aspects is decreased.

Table 5 Pros and cons of private, public and hybrid deployment Cloud models

In short, when choosing a specific cloud deployment model, it comes down to a series of trade-offs related to
cost, management and security. While public clouds may be the best option for small organisation from a cost
perspective, organizations that require more control and/or security may opt for a private or hybrid cloud —
providing they have the manpower and budget to manage those deployments effectively.

The iBorderCtrl approach: The iBorderCtrl Platform offers great flexibility to the border control application.
During the iBorderCtrl project, the platform will operate both in a Private Cloud environment (hosted on
selected provider after SLA agreement is achieved), as well as in a Hybrid Cloud environment (hosted on
European Dynamics developed infrastructure for the information that will not be exposed to external
providers).

2.2.1.3 Open Technologies
Being open is about adopting the technology decisions that organizations have made and giving them the
freedom to move across technologies, models and cloud providers. Systems composed of open technologies

5 0Open cloud: Just a buzzword or the future of infrastructure?, viewed November 9, 2017 <hitp://poo.gl/10R|CY >
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provide the freedom to change environments and deliver a robust and secure experience extending existing
IT to the cloud. Embracing an open cloud means there is no technology lock-in, no contractual lock-in and no
service lock-in. It means providers don't dictate technologies and that competition is embraced. New,
emerging standards will increase the portability and interoperability of systems across cloud service
providers, and will reduce or eliminate this current barrier to cloud adoption.

The iBorderCtrl approach: The iBorderCtrl Platform will be built upon widely accepted open source
technologies. Moreover, its architecture is a baseline for future extensions and meodifications with the
objective to allow developers to improve the way functions are implemented or to add new features not
currently available,

1t will be developed using the following open source solutions:

v OpenStack for the implementation of the [aaS Layer. OpenStack is the most popular and most
adopted open source [aa$ solution.

v LAMP (Linux, Apache, MySQL and PHP) for the implementation of applications’ VMs.

v MySQL/MariaDB and PostgreSQL database engines for the implementation of Database

Services Module,

Gluster for the implementation of file Sharing Service Module.

HAProxy for the implementation of Load Balancer Module.

Zabbix for the implementation of the Monitoring Module

phpMyAdmin for the implementation of the MySQL Database Administration Module
phpPgAdmin for the implementation of the PostgreSQL Database Administration Module
Duplicity for creating the backups.

ANANANENENEN

The implementation of iBorderCtrl platform on open source technologies will not lock the organisations that
use it into a proprietary ecosystem and thus made it extremely hard to move their application to another
provider. Another significant advantage of the use of open source solutions is the fact that the platform will
continue to benefit from the improvements in the operability and security of OpenStack, Cloud Foundry and
all the other tools. It can scale without significant development effort. Also, the selection of broadly adopted
software packages guarantees the long-term support of the solution.

2.2.1.4 Migration planning and application
Application migration is the
process of redeploying an
application, typically on newer —
platforms and infrastructure. P“t'sﬁ::::ft""”
Comprehensive planning, driven
by a disciplined migration process
will contribute greatly to a
successful redeployment of the

applications to a new cloud g =
environment. Deosloymant

Figure 13 A typical migration project life cycle
During the migration process the fellowing technical considerations must be taken into accounté:

> The creation of a detailed inventory of the current application portfolio really helps in terms
of understanding the scope of the migration effort. This includes capturing information regarding the

6 Microsoft, 2014, Protecting Data and Privacy in the Cloud
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number of software modules, scripts, and external interfaces involved. It also includes hardware and
software configuration information, including operating system versions, database versions,
features/functionalities in use, and similar information.

# A security audit of the application and its data is vital. The cloud service's security features
may be very different from those of the in-house environment, and the security risks and the measures
applied to counter them must be assessed carefully.

> Temporary subsystems can be established to facilitate migrations.

> Standardization and automation can help reduce the risk of migration errors. Virtual machine
templates can be rapidly deployed and bring an environment online in a day. Automated data integrity
and validation methods can be used to verify and validate data, databases and files during the initial
synchronization.

# The creation of migration tools, which ensure a high level of automation along with accuracy
in migration can result in less time spent in migration and testing,

The iBorderCtrl approach: iBorderCtrl will follow a multi-phase migration process; process will start with
the assessment of each application regarding its readiness for the new Cloud environment, its architecture
and its functional and non-functional requirements. Afterwards, the code and data will be deployed in the
platform’s Application and Data Service Layers, respectively. The process will be completed with the
validation that the application is fully operational in the new Cloud environment.

The following diagram presents the iBorderCtrl migration process.

Assessment of
applications' readiness
far the Cloud

Assessment of the
Validation already used hosting
environment

Analysis of functional i
Deployment and non-functional
requirements

Optimisatian for the
Cloud Environment

Figure 14 iBorderCtrl migration process
The iBorderCtrl migration process includes the following six steps:
Step 1 - Assessment of applications’ readiness for the Cloud

The 1 step aims to evaluate if the services are ready for the cloud environment. Aspects such as
customization, regulatory compliance, complex service architectures and service maturity are carefully
investigated, as they would negatively impact the cloudification process. A crucial aspect is the availability of
both the application’s source code and documentation (installation manual, code dependencies, required
software packages, etc.). Finally, the commitment of the application’s development and support team should
be ensured.

Step 2 - Assessment of the already used hosting environment

The 2 step aims te analyse the environment used to host the services. The analysis covers both the network
(e.g. configuration, connectivity requirements from the municipality premises to the cloud environment, and
supplementary services such as SMTP, DNS and WWW) and architecture (e.g. use of resources, underlining
technologies, licenses, and security mechanisms) of the service.
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Step 3 - Analysis of functional and non-functional requirements

The 37 step aims to define the technical characteristics of the Virtual Machines that will host the applications
on the new Cloud Environment. The analysis of the functional requirements covers technical details (e.g.
Operating System, Scripting Language, Database, Web/Application Server, Data Formats,
Frameworks/Libraries and External Services used), interoperability issues, and static characteristics such as
hard-coded 1P address and directory paths. Furthermore, the analysis of the non-functional requirements
addresses issues related to the proper functioning of the application such as security, regulatory compliance,
performance, availability, backup; privacy, reusability, and interoperability. An estimation of the use of
resources regarding RAM, Disk Space, CPUs, Bandwidth, Hits/Month, Registered Users, Max On-line Users, and
Average On-line Users contributes to the calculation of the expected workload per application. An important
characteristic that should be examined in this step is if the application’s design supports its deployment in
multiple servers. [n that case the application will take full advantage of the performance benefits that cloud
offers.

Step 4 - Optimisation for the Cloud Environment

The 4 step aims to solve the problems identified in the previous step, so the application tc be ready for
deployment in the new environment. Moreover, it includes modifications that enable the application to
support natively the most prominent Cloud characteristics (e.g. high-availability and scalability). The latter is
closely related to the available budget or the internal IT capabilities.

Step 5 - Deployment

The 5% step aims to transfer the ready to be cloudified applications to the new Cloud environment The
deployment process includes the following actions:

a) setup of the cloud environment that will host the selected services;

b) launch the VM instances that will host the applications and their data (e.g. database and file
sharing modules).

c) migrated both the applications and their data to the Cloud environment
Step 6 - Validation

The final step aims not only to ensure that the deployed applications are operational but especially that they
meet the initial set of requirements regarding cloudification. The validation is made in collaboration with the
municipalities and includes functional tests ensuring that the deployed application performs as designed.

2.2.2 Security of cloud infrastructure

Cloud computing security is an evolving sub-domain of information security and refers to a broad set of
policies, technologies, and controls deployed to protect data, applications, and the associated infrastructure.

There is a number of security concerns associated with cloud computing; they can be broadly classified in two
categories, namely issues faced by Cloud Service Providers (CSPs) and those faced by Cloud Service Consumers
(CSCs). Providers must ensure that their infrastructure is secure and clients’ data and applications are
protected; consumers, on the other hand, must ensure that their provider has taken appropriate security
measures to protect their information.

Current Cloud delivery models (whether implemented on an Infrastructure-as-a-Service ([aaS), Platform-as-
a-Service (PaaS), or Software-as-a-Service (SaaS) model) are ruled by Service Level Agreements (SLAs) that
normally define mutual supplier and user expectations and obligations. The central idea behind such models
is that the consumer ought to trust the supplier. Venturing into a public cloud environment, especially via an
laaS model, security becomes a shared responsibility. Although there are certain measures, which a cloud
provider will apply to ensure that Virtual Machines (VMs) stay secure, a considerable number of tasks are left
in the hands of the tenant (cloud consumer).

The UK’s National T'echnical Authority for Information Assurance, which provides advice on Information
Assurance Architecture and cyber-security to UK government and the wider public sector and suppliers to UK
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government, published 14 security principles to consider when evaluating cloud services, and why these may
be important to an organisation”.

Cloud Security

Principle

1. Datain transit

protection

2. Asset protection

and resilience

3. Separation
between
consumers

4. Governance
framework

5. Operational
security

6. Personnel
security

7. Secure
development

8. Supply chain
security

9. Secure
consumer
management

10.Identity and
authentication

11.External

interface protection

12.Secure service

administration

13.Audit
information
provision to
consumers

14.Secure use of

the service by the

consumer

Description

Consumer data transiting networks should be adequately protected
against tampering and eavesdropping via a combination of network
protection and encryption,

Consumer data, and the assets storing or processing it, should be
protected against physical tampering, loss, damage or seizure,

Separation should exist between different consumers of the service to
prevent one malicious or compromised consumer from affecting the
service or data of another.

The service provider should have a security governance framework that
coordinates and directs their overall approach to the management of the
service and information within it

The service provider should have processes and procedures in place to
ensure the operational security of the service.

Service provider staff should be subject to personnel security screening
and security education for their role.

Services should be designed and developed to identify and mitigate
threats to their security.

The service provider should ensure that its supply chain satisfactorily
supports all of the security principles that the service claims to
implement.

Consumers should be provided with the tools required to help them
securely manage their service,

Access to all service interfaces (for consumers and providers) should be
constrained to authenticated and authorised individuals.

All external or less trusted interfaces of the service should be identified
and have appropriate protections to defend against attacks through
them.

The methods used by the service provider’'s administrators to manage
the operational service should be designed to mitigate any risk of
exploitation that could undermine the security of the service.

Consumers should be provided with the audit records they need to
monitor access to their service and the data held within it.

Consumers have certain responsibilities when using a cloud service in
order for this use to remain secure, and for their data to be adequately
protected.

Table 6 Cloud Security Principles (Source hitp://qgoo.gl/mUf5c2)

T OWASP Zed Attuck Proxy Project, viewed November 10, 2015 <htips: //eo0.81/A46KLn>
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Consumers of cloud services should decide which of the principles are important, and how much assurance
they require in the implementation of these principles, while providers of cloud services should consider these
principles when presenting their offerings to public sector consumers. This will allow consumers to make
informed choices about which services are appropriate for their needs.

The iBorderCtrl approach: [n order to achieve a clear understanding of the security requirements and
protect accordingly the system a set of penetration tests will be performed to iBorderCtrl system to detectany
possible vulnerability and act accordingly to address them.

The methodology that is going to be fellowed to perform this test has been developed by the everis ADS
cybersecurity team, EVER-AudIT, and combines the best practices defined by prestigious communities such
as OWASP (Open Web Application Security Project] and standards such as NIST 800-115 or [SSAF
(Information Systems Security Assessment Framework), but also offers flexibility and can be adapted to
different applications in terms of criticality and functionality. This methodology cover the complete lifecycle
of the software development thanks to three different methods, as depicted in the picture below:

Not in the Scope
ANALYSIS AND DESIGN SECURITY

ASSESSMENT

Under Scope Minimum requirement for code
review forecasted
APPLICATION AUDIT AND 5

A e S SECURE CODE REVIEW
PENETRATION TESTING

Figure 15 Security assessment methodology

However, within the scope of this work package only the “application audits and penetration testing” and
“secure code review” will be undertaken. All the test will be provided from the everis ADS SOC that groups a
specialized penetration testing team.

Depending on the degree of information that is open and shared for each of the different systems developed
in iBorderCtrl one of the following approaches will be selected to perform the penetration tests:

) Black box, not knowing the details of the application: we will only need information about the
communication and connection. For example, the URL of the Application, or IP address.

. Grey bux, when requested by legitimate users and when limited information is provided: for
this approach, besides the information provided for a black box approach, we will need brief
information regarding the target and credentials to access it. For example, the credentials to access a
private area of a Web site application.

) White box, when requested by legitimate users and when full information is provided: for this
approach, besides the information provided for a grey box approach, we will need all the information
regarding the target and credentials to access it For example, credentials to access a private area ofa
Web site application, manuals, design documents, requirement lists, ...

The methodology used to conduct an application penetration test analyses dynamically (during runtime) the
security features of the applications that a user and/or machine interacts with. [tis based either on black box,
on grey box or on white box. The following picture shows the different phases we execute to perform an
application penetraticn testing:
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Figure 16 phases in penetration test analysis

Penetration planning: during this phase it will be defined different aspects such as the scope of the
penetration testing, limitations, test plan, etc. It contains two sub phases. The details obtained from these two
subtasks will depend on the approach selected (black / grey / white):

] Logistics: the first set of actions regarded in the methodology will aim to specify every single
organisational, technical and/or operating aspect required for the audit. Aspects and limitations
(time), connectivity or access will be defined.

. Test planning: once the initial context for the audit and the potential limitations have been
established, a plan with the tests that will be executed will be elaborated. This activity aims to define
the OWASP controls (based on the OWASP test guide) and the OWASP domains that will be tested
in the following phases. The definition of the specific test cases will take place during the "security test
execution” phase. They will be included in a specific chart of the OWASP control table (in the case of a
test per control), in order to facilitate the reading and tracking of the cases.

The rest of the phases are equal regardless of the approach selected.

Security test execution: during this phase the tests previously agreed upon will be performed in two different
sub-phases:

) Passive mode: the tests executed during the “Passive Mode” sub task refer to those tests that
aim to understand the application from a technical and functional perspective; always recurring to a
non-intrusive approach (fransparent for the application). The tests will be executed thought methods
such as navigation throughout the whole application and research.

] Active mode: during this phase the necessary test plans will be designed to execute the
OWASP controls previously defined. Finally, the tests will be executed.

Report elaboration and impact assessment: during this phase, the team will report the tests in detail, as
well as solutions and recommendations for the vulnerabilities found. It has three sub-phases:

) Technical Report: the targeted OWASP controls for the audit are detailed during this phase,
establishing a specific chart for each of them, where all the information regarding the testing and
results will be gathered. The aim is to centralise the information and facilitate the understanding, both
for management teams interested in the report and for the development and/or system teams. The
report will contain the necessary notes and evidences to understand and justify the vulnerability and
also recommendations and solutions to solve the shortcomings.

) Impact assessment: this phase aims to assess the risks associated with the OWASPS controls
that failed to pass the audit tests. For this purpose the OWASP assessment methodology will be used,
which resorts to an approach to determine the attacker typology, the vulnerability hazard, as well as
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the technical and business impact, in order to evaluate the actual risk posed by the vulnerability. The
team will analyse five critical points:

a. Threat agent: estimation of the potential success of an attack based on the specific
attacker profile that the team considers that may try to take advantage of the vulnerability.
The metrics for the assessment will include aspects such as skill level, motive, opportunity or
dimension.

b. Vulnerabilities: Estimation of the chances of finding and exploiting a vulnerability.
The metrics for this analysis will include finding easiness, exploitation easiness, awareness or
intrusion detection.

C. Technical impact: estimation of the scope of the impact (severity) on the system if the
vulnerability is successfully exploited. The metrics for this analysis will include confidentiality
loss, integrity loss, availability loss and accounts compromised.

d Business impact: estimation of the scope of the impact (severity) on the business if
the vulnerability is successfully exploited, using relevant factors from the business
management field to determine the effects. The metrics for this analysis will include financial
damage, image damage, Noncompliance and Privacy violation.

€. Risk: risk estimation based on the likelihood of this event taking place, as well as the
impact incurred. The likelihood estimations will be made based on the “threat agent” and
“vulnerabilities” metrics, and other metrics will be used to calculate the impact.

Full Report or brief report: after the impact assessment, the technical report (findings) will

be completed with the necessary and relevant information. The final report will contain a controls
summary, obtained conclusions and recommendations and an executive summary. Then, the
report will be completed with the necessary chapters for a full report or a brief report, depending on
the request and the needs of the project. The executive summary will focus on gathering a controls
summary with the main conclusions drawn from the audit process for a full understanding of the
situation.

Shortcoming review: this optional phase, is performed upon the implementation of solutions in the
development equipment/systems, to ensure that everything is properly functioning,

Post audit: the reports previously elaborated are submitted to the development and

infrastructure teams in order to fix the vulnerabilities previously identified. After fixing them, we carry
out a shortcoming review to make sure that the measures implemented succeeded in eliminating the
vulnerabilities, and the result of these tests are included in a post-audit report.

The following table describes the different tools used and the benefits of each one of them.

Application audit tools (tools and benefits)

BurpLSuite

Zap Proxy
A

Acunetix

Set of tools integrated in a platform that will allow the security team to execute complete
web audit tests. The version that the security team uses allows the integration of plug-ins
and other tools, for the team to specify the tests and obtain more accurate results. Their
vulnerability database is frequently updated, letting us detect the newest vulnerabilities
in the market.

The security team uses Zap Proxy to complement the Burp functionality because it
provides an exceptional fuzzer with a lot of dictiocnaries (WebScarab’s dictionaries) and
other functionalities that help us to audit Ajax applications.

This tools allows to schedule audit processes and thus monitors the status of
vulnerabilities. In addition it counts with a great vulnerability database frequently
updated. Moreover, it has a great vulnerability scanner for Web Services.
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L) Nessus is used to obtain information about the architecture of the solution (web server,
LQ;\JD) public directories, type of machine, etc.). This data is very valuable to identify sensitive
Nessus . information about the application such as the HTTP server version or HTTP methods.
@ SoapUl offers a good interface to test Web Services. It allows us to modify parameters,
sl structures and other aspects and we can watch the response very quickly.

Table 7 Penetration test audit tools

2.2.3 Cloud Providers selection

The choice of a Cloud Service Provider (CSP) requires the evaluation of an extensive list of options. The
principal elements to consider for almost every organisation are:

. Service Levels: This characteristic is essential as the Public Authorities in most cases have
strict needs regarding availability, response time, capacity and support. Cloud Service Level
Agreements (CSLA) are an essential element to choose the right provider and establish a clear
contractual relationship between a cloud service customer and a cloud service provider of a cloud
service,

) Support: The support is a parameter to consider carefully. 1t could be offered online or
through a call centre, and in some cases, it could be necessary to refer to a dedicated resource with
precise timing constraints.

. Security: As already mentioned security is paramount. Although normally, the potential
supplier should follow recognised security policies in line with industry best practice, Public
Authorities have to formulate a number of relevant questions (i.e. what is the security level offered by
the providers? which mechanisms are in place to preserve client's applications and data? etc.) to
evaluate this essential feature for the overall architecture.

. Privacy: Particular attention has to be reserved to legal requirements for the protecticon of the
personal data hosted in the cloud service. Public Authorities should understand the data privacy and
retention policies too, as well as where the CSP’s data will be located, including any transborder data
transfer, if applicable.

) Open Standards: In order to avoid getting locked-in to cloud infrastructure that has restrictive
contracts or proprietorial technologies (technologies that are unique to the particular supplier), Public
Authorities should prefer solutions that are implemented with fully open source technologies and
open cloud standards. These technologies have an elegant escape hatch built into them by their design.
Public Authorities can take the entire stack and host it on another CSP or in their premises without
losing productivity or data. This backup plan protects them against legislative changes, company
restructuring, and much more.

. Compatibility: The requirement of the cloudified applications have to fit into the CSP’s
existing pre-configured templates and may increase the cost of configuration. Moreover, the CSP's
architecture should meet scalability, availability, capacity and performance guarantees and should be
sufficient for agency requirements.

) Pricing: Although most cloud providers use the aforementioned “Pay per Use” model, each
CSP has a different price system. Understanding how you pay for each service is essential for a
meaningful comparison. Moreover, additional costs can still arise, for example through the use of extra
features. I'erms of the contract, payment methods and payment dates can be deciding factors as well.

) Redundancy: The provision of duplicate or backup equipment that takes over the function of
equipment that fails should be discussed at an early stage. The redundancy process and timeframe
have to meet the agency’s requirements and especially its obligations to the citizens Thus, adequate
backup procedures and robust disaster recovery plans must be incorporated into the cloud offering.
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) Easy to use administration environment. Make sure your potential provider has a user-

friendly client portal. 1t should allow you to conduct admin tasks or add storage space or services
quickly. Ask for a demonstration before you choose one CSP over another.

Most of the considerations mentioned above have already be analysed in separate sections of this doecument.
Given this, we will put more emphasis into the evaluation of two essential elements: Cloud Service Level
Agreements and pricing.

The iBorderCtrl approach: iBoerderCtrl Platform is based on OpenStack. ED is participating in the Cloud28+
initiatives; Cloud28+ (http://www.cloud28plus.eu/) is an open community of Cloud Service Providers, Cloud
Resellers, [SVs, Systems Integrators and government entities dedicated to accelerating enterprise cloud
adoption across Europe, the Middle East and Africa. Cloud28+ maintain a catalogue of trusted, business cloud
services that matches in-country or cross-border buyer and regulatory workload requirements. The initiative
offers the following benefits:

Find the right cloud service for your needs based on location of datacentres, price, SLA,
certification level, or other workload criteria

. Enable your business to transform to fast, agile Hybrid 1T

. Access the largest cloud services community and software developer network in the EU

. Learn about best practices and implementation success stories

. Maintain data sovereignty and feel secure with trusted certification

. Avoid proprietary technology lock-in, thanks to an open source service provider community

2.3 Security

As described in a thorough manner in D2.2 (Reference Architecture and Components Specifications) the
iBorderCtrl system has been designed and developed following principles and requirements (constraints)
stemming from the legal analysis of its concept These have been transposed directly into technical
specifications for the system. Therefore, security-by-design, privacy-by-design and data protection (in transit
and stored) principles have guided the implementation of the IT infrastructure, including the backend but also
the communication channels (interfaces between architectural components). As described in D2.2, the GDPR
and Directive 680/2016/EU have been followed. To this extent, encryption is applied to all components
whenever required, such as using “https” for the different web services, or securing the radio network using
802.11 transmissions and authentication using WPAZ-PSK AES. Further measures to be implemented are in
line with the participating parties corporate certified security services (e.g. [SO 27001 certification). More
specifically, data isolation techniques are being used, according to which information remains private within
a system, unless to be shared; sub-systems will not share internal information with each other. Anonymity is
achieved, as a QR-code is exchanged between sub-systems, thus concealing any personal user information
from being exchanged, unless it is required to do so. Database encryption is assured though MySQL
"embedded" I'ransparent Data Encryption.

Additionally, a Data Protection [mpact Assessment (DP1A) has been conducted (Section 7), as the process that
can help identify and reduce the privacy risks of the system. DPIA is expected to enable all participating
technology providers to systematically and thoroughly analyse how their particular implementations will
affect the privacy of the individuals involved. DPLA can reduce the risks of harm to individuals through the
misuse of their personal information and contributes to the design of more efficient and effective processes
for handling personal data.

8 The CloudZ28+ initiative is not affiliated with the iBorderCtrl project.
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3 Risk Based Assessment Tool (RBAT)
3.1 RBAT overview

iBorderCtrl's Risk Based Assessment Tool (RBAT), is a tool which will support the decision-making process of
the Border Guard Authorities (Managers and Agents). RBAT will enable a common, harmonised model for risk
management and implement a systematic process to stimulate compliance and prevent and/or treat the risk
of non-compliance, including risk of fraud and any other risk which appears to threaten the Authorities
objectives. RBAT will alsc identify cases that deserve further investigation, facilitating in this way better
resources allocation for the Border Managers and Agents.

RBAT, which is used both at the pre-registration and the border crossing phase, serves three main purposes
within the iBorderCtrl system:

. to calculate the overall risk of each traveller crossing the borders based on individual risk
scores produced by other iBorderCtrl modules/tools

. to enable Border Managers to author rules based on previously identified “Risk objects” in
order to automatically produce risk indicators

. to issue alerts to the Border Guards (based on the risk indicators accrued by the Border
Managers' authored rules) to pay extra attention in specific cases or/and travellers.

The RBA1 module provides a number of diverse techniques in order to identify a risk. The risk assessment
process takes into account the following data:

) The risk scores provided by each iBorderCtrl module (during the pre-registration and the
border crossing phases] which are included in the "Risk” database (presented in section 3.3.3) are
used by RBAT's weight-based algorithm (presented in section 3.3.1) in order to produce the overall
risk (for both phases). It should be noted that during the overall risk calculation, a “weight” is assigned
to each module’s produced risk score based on the Multi-Criteria Decision Analysis presented in
section 3.2.

. The iBorderCtrl database fields presented in section 2.1.4.1 are converted by RBA'l into “Risk
objects” which are used by Border Managers during the rule authoring process as explained in section
3.3.2.

. All traveller related information gathered during the pre-registration phase (stored to the
iBorderCtrl Database) is compared (for each traveller) to the generated rules in order to automatically
produce “Risk Indicators” and alert the border guards accordingly.

RBAT is designed to treat risk management as an interactive process in which information is continuously
updated, analysed, acted upon and reviewed.

Pre-registration

Once a traveller successfully completes the pre-registration phase, an .xml file containing a) all informaticn
stored to the iBorderCtrl database as entered by the traveller during the pre-registration phase and b) all risk
scores provided by the other pre-registration modules (DAAT, FMT, ELSI) for this traveller and stored
to the “Risk” database, is “pushed” to RBAT. The same procedure is followed for each traveller who completes
the iBorderCtr] pre-registration procedure.

Once the RBAT engine receives the .xml file with the above mentioned data concerning a traveller will then:

) Produce the overall pre-registration risk for this traveller using the weight-based algorithm
and store it to the “Risk” database.
) Produce Risk indicators by comparing the traveller related data to the existing rules authored

by Border Managers to examine the possibility of a match. Regarding the pre-registration phase where
there is some time margin until the traveller reaches the borders, the Border Managers are given the
opportunity to evaluate the produced “Risk Indicators” that depict the likelihood of new risks and
suggest further actions (asynchronous check).
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. Based on the Border Managers “Risk Indicators” evaluation, RBAT will store these risk

indicators to the “Risk” database so as to be available to the Border Guard for examination at the
hnrder rrnegino nnint

Figure 17 - RBAT - Pre-registration Phase
Border Crossing Point (BCP)

At the Border Crossing Point, once all checks have been completed by the border guard for a traveller, an .xml
file containing a) all information stored to the iBorderCtrl database as entered by the traveller during the pre-
registration phase and b) all risk scores provided by the other border crossing check modules (DAAT, BIO,
FMT, HHD) for this traveller and stored to the “Risk” database, is “pushed” to RBAT. The same procedure is
followed for each traveller going through checks at the borders.

Once the RBAT engine receives the .xml file with the above mentioned data concerning a traveller will then:

. Produce the overall risk for this traveller using the weight-based algorithm and store it to the
“Risk” database.
. Produce Risk indicators by comparing the traveller related data to the existing rules authored

by Border Managers to examine the possibility of a match. Regarding the border crossing phase where
the border guard must take a direct decision for the traveller’s admission or entry refusal, and is
necessary to have all data available, the Border Managers don't have the time to evaluate the produced
“Risk Indicators” (synchronous check).

. RBAT will, as a result, store all produced “Risk Indicators” to the “Risk” database so as to be
available to the Border Guard (for examination).
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Figure 18 RBAT - Border crossing Phase

3.2  Multi Criteria Decision Analysis (MCDA) - Steps for the "weight”
determination of each iBorderCtrl module

In order to calculate the overall risk of each traveller crossing the borders based on individual risk scores
proeduced by other iBorderCtrl modules/tools, the significance and respective importance (“weight") of each
meodule to RBAT is going to be determined using the Multiple-criteria decision analysis (MCDA)® technique.
MCDA is a sub-discipline!® of operations research that explicitly evaluates multiple (sometimes conflicting)
criteria in decision making. Using MCDA can be said!! to be a way of dealing with complex problems by
breaking the problems into smaller pieces. After weighing some considerations and making judgements about
smaller components, the pieces are reassembled to present an overall picture to the decision maker. Most of
MCDA methods deal with discrete alternatives, which are described by a set of criteria. Information could be
determined exactly or could be fuzzy, determined in intervals.

Establish the decision context

This approach main purpose is the identification of the risk input tools/ parameters and the assessment of
these options based on some generic identified criteria. The final aim is to prioritise the significance (weight)
of each option regarding the final risk calculation.

All technical partners participated in the above procedure as all perspectives on the subject of the analysis
should be covered and each one expertise {on their tool or technology) led to useful and significant
contributions to the MCDA. Moreover, all agreed with the result of the prioritization analysis and weight
definition process.

The MCDA is structured to:

¥ “Multi-criteria analysis: a manual”, Department for Communities and Local Government: London, 2009

10 https: / /en.wikipedia.org/wiki/Multiple-criteria_decision_analysis

11 “Multiple criteria decision-making techniques and their applications - a review of the literature from 2000 to 2014",
Abbas Mardani, Journal of Economic Research, vol.28, Sep 2015, pp.516-571.
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¢ show the best way forward regarding the weight determination of the (risk input) options
s prioritise the options
» clarify the differences between the options

The whole MCDA procedure and specific steps followed is a scientifically proven methodology to facilitate the
decision making and will contribute to minimise threats on the weight calculation for each risk score provided
by each tool.

ldentify the options to be appraised

The identified options are all the iBorderCtrl modules which provide risk related information namely: |
DAAT, BIO (fingerprints), BIO (palm vein), FMT, HHD, RBAT, ELSI, BCAT and risk indicators. These options are
placed as the first column of the traceability matrix presented in table 9.

The MCDA should be open to the possibility of modifying or adding options as the analysis progresses.
Identify objectives and criteria.

In this step specific criteria are identified for assessing the consequences of each option. Furthermore, the
criteria are organised in clusters under high-level and lower-level objectives in a hierarchy.

A hierarchical model of objectives and criteria, a value tree, has been developed as shown in Figure 19 below.
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Figure 19 Value tree

The identified Objectives and respective Criteria are thoroughly explained below:
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The objectives are placed as the second row of the traceability matrix presented in Table 8 Performance
matrix.

Table 8 Performance matrix
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‘Scoring’. Assess the expected performance of each option against the criteria. Then assess the
value associated with the consequences of each option for each criterion.

A score to each option should be assigned based on the criteria for each objective. Then the consistency of the
scores on each criterion should be checked. For this purpose, a consequence table was created for each
objective by placing the identified options as the first column of the consequence table and the respective
criteria for each objective as the first row. The separate consequence tables for each objective have heen filled
(according to the ranges explained in section 3.2.3 above) by the respective partner of each module and
presented in the tables below.

Table 9 Consequence table for “Technology Maturity” objective

The averaged outcomes of the above table (1 ccn cclls]) are placed to the second column of the performance
matrix (Table 8)
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The averaged outcomes of the above table( ) are placed to the third column of the performance
matrix (9)

Table 11 Consequence table for “Per

The averaged outcomes of the above table (grey cells) are placed to the fourth column of the performance
matrix (Table 8)
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The averaged outcomes of the above table ( ) are placed to the fifth column of the performance

matrix (Table 8)

Table 13 Consequence table for “Phase applied” objective

The averaged outcomes of the above table ( ) are placed to the sixth column of the performance
matrix (Table 8)

Assign weights for each of the objectives to reflect their relative importance to the decision.

The weight on a criterion reflects both the range of difference of the options, and how much that difference
matters. So it may well happen that a criterion which is widely seen as 'very important’ - say accuracy and
reliability - will have a similar or lower weight than another relatively lower priority criterion - say
universality. Any numbers can be used for the weights as long as their ratios consistently represent the ratios
of the valuation of the differences in preferences between the top and bottom scores (whether 100 and 0 or
other numbers) of the scales which are being weighted.

The proposed weights per objective have been placed on the performance matrix (blue cells). Their sum
equals to 1.

Combine the scores for each option to derive an overall value ("weight” of each iBorderCtrl
module).

In order to combine the scores for each option to derive an overall value, an option’s score on an objective is
multiplied by the importance weight of that objective. The same is applied for all the options and then the
products are summed up to give the overall preference score for that option. The process is repeated for the
remaining options. The identified weights for each tool are calculated, as previously stated, as a weighted
average for each option across the objectives and presented in the two last columns of the performance matrix
(red coloured cells). In the last column, the resulting weights are normalised so they sum to 1.0 {(but
displayed as 100).
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Examine the results.
The way forward was agreed by all partners based on their recommendations.
Sensitivity analysis.

The next step was to conduct a sensitivity analysis: do other preferences or weights affect the overall ordering
of the options? There was a potentially useful role for sensitivity analysis in helping to resolve disagreements
between interest groups. Subsequently, the advantages and disadvantages of selected options was reviewed
in order to compare pairs of options (create possible new options that might be better than those originally
considered). The above steps were repeated until a ‘requisite’ model was obtained.

3.3 System technical description

This section is going to describe how the RBAT engine works (weight-based algorithm, rule authoring
environment, retrieve risk scores form the risk database) and how the communication with the other modules
of the iBorderCtrl system is achieved.

3.3.1 Weight based algorithm for the final risk score calculation

The cutcome of the RBAT, namely the overall provided risk score for the preregistration and the overall risk
score (in terms of Admission, Refusal or second line check for the traveller) is determined through a weight-
based algorithm. This algorithm takes into accountboth the individual risk scores provided by each respective
iBorderCtrl and the weight of each tool (determined by the previous MCDA technique, section 3.2). Weight
based is a flexible algorithm which can be defined through the user interface. The user is able to define both
the limits of the algorithm (low, medium, high risk) and the objects that participate on it; in this case, all the
iBorderCtrl modules related to the risk assessment procedure and provide feedback to RBAT.

The main purpose of RBAT is to support the final decision of the border guard: admission, second line, refusal
and the assessment of that options by providing an overall risk score and Risk Indicators based on the risk
scores provided by each tool and the rules that the Border Managers are able to author respectively.

RBAT's weight-based algorithm is structured to:

= show the decision maker (border guard) the best way forward

e prioritise the incoming risks

¢ help the key players to understand the situation better

» improve communication between parts of the iBorderCtrl system

The MCDA procedure presented in section 3.2 for the "weight” calculation (range: 0-100) of each tool will
contribute to minimising threats on the final risk calculation by RBAT. The identified weights for each tool are
presented in the two last columns of the performance matrix (red coloured cells).

Each tool is going to provide their own risk score. The risk score of each tool for RBAT will be expected in a
range of 0-100 (value 0 represents 100% refusal to pass and value 100 represents 100% admission). In order
to combine the weights and scores for each tool to derive an overall risk value, a weighted average of the risk
score for each module is calculated giving the total risk score.

Concluding, RBAT offers two evaluation methods:

. Weight Based Algorithm: Calculate the overall risk of each traveller crossing the borders
based on individual risk scores produced by other iBorderCtrl modules/tools and the weight of each
tool

. Rule Based Evaluation: Produces risk indicators based on previously identified “Risk objects”

and traveller’'s data
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3.3.2 Rule Authoring environment

The Rule Authoring environment is a core functionality of the RBAT module. The Rule Authoring is a point and
click graphical environment which enables the Border Manager to author rules through the use of structured,
non-technical expression of logical interactions between previously identified “Risk objects” with aim to
produce risk indicators. All the iBorderCtrl database fields are automatically translated into “Risk ohjects”
which integrate exchanged information into a unified and familiar view of the underlying message-based
infrastructure. An example of “Risk Objects” generated based on the iBorderCtrl fields of the Traveller table is
presented in the figure below.

RBAT module enables the Border Manager to create complex rules and queries using the provided "Risk
objects”. The rules are structured, non-technical expressions of logical interactions between "Risk objects”,
resulting in a specific assessment (Risk Indicators). Hence, the Border Manager can define complex criteria
based on received information per traveller, execute "what-if" scenarios and even test new rules and criteria.

A rule expresses a query combining the input data then and expresses the proposed action, The RBAT rule
authering environment provides a wide array of logical operators (e.g equal to, not equal, start with, end with,
contained inete.) and comparisons options. Also it provides the ability to organise the rules into logical groups
for efficient maintenance. An example of a very simple defined rule is presented in the figure below:
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Figure 21 Example of rule authoring

The rule defines:

IF

EXISTS Traveller having surname contained in-

And

EXISTS Travel having Origin equal to “Italy”

And

EXISTS Border Controlhaving vehicle human check equal to “positive”

THEN

Report as Risk [ndicator

The rule in other words says that if a traveller has the name - and is coming from “Italy” and the vehicle
human check was positive for his vehicle, then issue an additional Risk [ndicator. [f the rule is satisfied, then
the produced Risk Indicator can be further evaluated by the Border Manager after the pre-registration phase
is completed and before the traveller reaches the borders. [f the Risk Indicator is identified during the

completion of the border-crossing phase, it is displayed directly to the Border Guard for examination together
with the overall risk.

The Border Manager is responsible for the maintenance of the rules that he/she created. The system provides
a number of actions over the rules, such as add, edit, delete, copy allowing the user to perform any desired
adjustment. The decision making process can be based on a combination of current and previous data sets,

By unifying all these disparate data sources and by providing a simple interface to combine them, the RBAT
module allows the user to focus on the actual risk identification process rather than spending valuable time
and resources on low level manipulation of data. Furthermore, additional actions can be assigned to each risk
category which can either initiate a completely automated response or a mixture of automated responses and
operator actions.
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3.3.3 RiskDatabase

The Risk database stores the individual risk scores provided by each iBorderCtrl module along with any other
information which might be of interest to the Border Guard for both phases: pre-registration and border
crossing phase. The following figure presents the tables of the Risk database schema while the table below

provides an explanation of each field.

(& Risk

Primary Key

Hid

Relation Attributes

=2 phase

0.1 |#Esystem 0.1

phase Cther Attrbutes
48 grCode
(2 Phase | & = system
& L 0N f score 0N} =8
Primary Kzy 4 ) Frimary Key
l’:f id L:'g id
Other Attributes Other Attributzs

Ly phase Ly system

Figure 22 Risk database schema
Table 14 Risk database fields explanation

Field Explanation

Phase Two options: Pre-registration and border crossing phases

System The name of the system that provides the score (i.e. FMT, DAAT, BIO etc.)

QR code Generated QR code with traveler_id and trip_id

Score |son field [includes the risk provided by each system (useful for RBAT)
and also other information which might be of interest to the border
guard (not useful to RBA11]

3.3.4 Interfaces to iBorderCtrl system

An.xml file containing all fields from the iBorderCtrl database and the risk score fields per module from the
Risk database will be “pushed” to RBAT This data exchange will take place both at the pre-registration and
the border crossing phase. The RBAT module will send the pre-registration and the coverall calculated risk and
possible identified risk indicatoers to be stered to the Risk database.
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3.4  RBAT technical requirements coverage

In this section the way RBAT covers the requirements presented in deliverable D2.2 is going to be described.
The next table will list the requirements related with the module and the implementation description.
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4 External Legacy and Social Interfaces (ELSI)

In this section a therough description of the progress on the development of the ELSI moedule is given. The
main idea of ELSI system is to be used to crosscheck traveler information from legacy systems and on-line
legally and ethically available information such as from social media. ELSI will both link with the external
databases and will attempt to validate relevant to the specific traveler information; the outcomes of this
process will update the iBorderCtrl system accordingly with risk scores and explanation checks.

External legacy databgses provide information of high reliability and will often lead to decisive conclusion,
such as: the SIS database may link a traveler with an open arrest warrant, or the VIS database may help reveal
potential forgeries, for example when the expiration date of a visa has passed but has been forged on the
otherwise original and valid document.

Publicly available databases require the traveler to provide account information and consent to retrieve and
process such information. This means that the traveler could choose whether he would like to provide this
information or not use this functionality at all and potentially even prepare for the purpose of getting a low
risk score social media accounts designed to portray them in a benign fashion. Thus, the weight of this analysis
will be limited, and the analyses will focus primarily on utilizing the data to identify threats, rather than to
validate expected behavior. An example would be the network of followers on twitter that may include specific
accounts link to activities and posts of known criminal elements.

4.1 Publicly available information from social media platforms

All access to social media will be clearly documented in information provided to the traveler and these will
only take place foellowing the consent of the traveler to the analyses described below.

Extracted data from social media will be used in two ways, as an option for border guard to make an additional
check and gain access to that information, for example to read the travelers recent tweets, or check followers
rather than conclusive data. Amongst the elite of social media with more than 100 000 000 register users
twitter is the social media software that allows you to interact with its data such as the tweets and networks
of followers by using twitter APIs. A server side scriptinglanguage to make requests to twitter APl is necessary
and results are in JSON format that can be easily read.

REST API

User HTTP server Twitter

pr—
Server issues request

to Twitter's REST API

. Datais rendered inlo
view

Figure 24 Twitter REST API for ELSI

An example of calls and responses to the APl was presented in D2.1. At the current stage of development of
the ELSI system, twitter was selected as the social platform to use for piloting, whereas it has already been
incorporated to the system. However, it's worth noting that legal and ethical challenges of using some the
potential of such technology for boerder control are great and would likely require policy changes to enable
their deployment in real life.
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At the amount of information available through the twitter APl is great, below on Figure 22 you can see some
of the variables with some of the ones that ELSI will focus on identified in Squares.

Figure 25 Twitter API Variables

One analyses planned for ELSI is the calculation of risk scores by comparing followers of users with known
high risk accounts and providing schematics to demonstrating that to border agents so they can follow up on
these individuals with targeted interviews when they get to the border. However legal and ethical review of
these approaches are pending right now and will only be executed in pilots if they are approved. Figure 26
demonstrated how high risk individuals could be calculated based on pre-existing knowledge of high risk
twitter accounts with 1 degree of separation from the traveller, and Figure 27 shows how this can be expanded
to more degrees of separation,.
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Figure 26 Direct Followers Risk Assessment ELS]
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Figure 27 Multilevel followers risk assessment

Less controversial approaches with regards to legal and ethical issues can be used when analyzing social
media accounts to validate nationality, gender, and other personal information with the information on their
social accounts, status, and place (geographical location). The risk estimation methodology is still undergoing
development and its final form will take into consideration any legal and ethical issues identified by the legal
expert partners in the group, as well as the ones at the pilot sites to ensure seamless execution of the pilots.

4.2 Border control consults system (VIS, SIS)

ELS] module is responsible for the connection with the legacy databases, SIS VIS and Entry Exit System
Database. iBorderCtr] reviewed the process and attempted to get support to gain access to either the real
databases, something that was found to be impossible due to confidentiality reasons, or to the mock-up
databases generated for use by border control authorities. Based on the recommendation of partners in the
project that represent border control agencies we identified as the only feasible solution for the pilots of this
project to develop simulated versions of these databases and their respective API that would reflect in
structure the real ones and populate these with dummy data that would be related to the subjects going
through the pilots to ensure a realistic pilot deployment.
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4,2.1 SIS, VIS, Entry Exist Databases

4.2.1.1 SIS Schema and Description

Document

PK Id
Number
OriginCountry
Type
Reason
Action

=

A

fDocu mentToPerson]
PK Id FK Personid

Cade FK Documentid

Hame

YisaMeeded

85h *
|
(
_r

Person

PK |d
Firsthame
Lasthame
FamiyMame
Nickiama
SpecialFestures
BirthCate
BirthPlace
BithCountry
Citizenship
Sax
st rmed
|3l gressive
|sFugityie
Reasan
Action

Country

Table storesinformation about countries.

1d - Primary key

Code — Country code

Name — Country name
VisNeeded - Is visa required?

IsShengen - 1s the country a Schengen zone member?
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Document
Table stores information about documents.
¢ Id-Primary key
e Number - Document number
¢ OriginCountry - Identifier of the country signaling warning about the document
¢ Type -Identifier of the warning type
* Reason - ldentifier of the reason for signaling warning
¢ Action - Action identifier
DocumentToPerson
Table connects information about documents and persons.
¢ Personld - Country Id
e Documentld - VIS Id
Person
Table stores information about reasons for arresting persons.
e Id - Primary key
¢ FirstName - First name of the arrested
e LastName - Last name of the arrested
¢ FamilyName - Family name of the arrested
¢ NickNames - Nicknames of the arrested
* SpecialFeatures - Special features
¢ DateBirth - Birth date of the arrested
e BirthCountry - Country of the birth
* Citizenship - Citizenship of the arrested
s Sex - Sex of the arrested
e IsArmed - [s the arrested person armed?
s IsAgressive -Is the arrested person aggressive?
¢ IsFugitive - [s the arrested person fugitive?
* Reason - ldentifier of the reason for the person arrest

® Action - Action identifier

4.2.1.2 VIS Schema and Description

Country

Dictionary table storing information about countries.

ld - Primary key
Code - Country code
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. Name - Country name
- VisNeeded - Is visa required?
. [sShengen - Is the country a Schengen zone member?
Photo

Table stores information about photos.

. [d - Primary key

. PhotoData - Photo in the binary format

Subject

Table stores information about fingerprints of the applicant.
- Id - Primary key

. Subjectld - Fingerprints identifier

. Template - Fingerprints in the binary format

VIS

Table stores information about reasons for arresting persons.
. [d - Primary key

. VisNumber - Primary visa number

. VisOtherNumber - Secondary visa number

. [ssuingcountry — Country issuing visa

. StarDate - Date of issuing visa

. EndDate - Expiration date of visa

. LengthOfStay - Maximum allowable duration of the stay in the country
. State - Visa status

. Type - Visa type

. DocNumber - Document number

. DocEndDate - Document expiration date

. TripReason — Reason of entering the country

. AllowedTerritory - Ls the entry of the specific country allowed?
. TravelLimit - Number of allowed entries to the spefific country
. FirstName - First name

J LastName - Last name

. BirthDate — Date of the birth

. BirthPlace - Place of the birth

. BirthCountry - ldentifier of the country of the birth

. Citizenship - [dentifier of the country of origin

. Sex - Sex

. FingerPrints - Number of acquired fingerprints

. Photo - Photo identifier
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. Subject - Fingerprints identifier
. FingersNotNeeded — Are fingerprints required?

VisRestrictedAllowedTerritoryToCountry

Table stores information about countries, which can be entered using the particular visa

. Id - Visa identifier

. Countryld - Country identifier

4.2.1.3 EES Schema and Description

IsShengen

[WorkModeForCoumrﬂ
PK Id PK Id
Code i < e Countryld
Hame FE WorkMooei
Wisaleeded

|
|
|
=

PK |d
Perzanid

FH Bubfectd

FH Phototd

Subject
PK Id
Subjectd

AppHistory EesEmtry WorkModes
PK Id PK Id
Fi Eesid F¥ FarentDocid
Date ChildCochd
Autharity FaceFramCoc
Place FaceFramCard
FK Countryld 9{}— Sy FaceFramEes
5 Caysleft FingerPrintFromCoc
| CrateLimit FingerPrintFromEes
—_— Dvrection WerifySis
—l ‘isnumber Verifylfis
T Comment VerifyEes
. - Entryilt ™ o
Application v’ \(L/
PK |d ‘T_‘
PK |d
Ll 1S DocumentType Photelata
Fi Persomntd Template
Recendingauthority Ferson Pk 1d
A pplication Place PK Id Hame
Application Date iy DocCode
SuppertingPersen }C F:::rsm:r:l:me Documentkind
;:i:ixﬂdsdurlss e L1 —l
BirthCate
Phaone , e
ResidenceCardMumbsr zg(ht.uuntry | Documents
Proffesion N ) L— e
Parentlames Chzznale
State
DenayReasan
"y
AppHistory

Subjectid

Table stores data about the application history.
¢ |d-Primary key
¢ Appld - Application identifier
e Date - Date of the application modification

¢ Userld - |ldentifier of the user modifying the application
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Action - Information about changes made in the application

Application

Table stores information about the document type.

1d — Primary key

Documentld - Document identifier

Personld - Person identifier

ReceivingAuthority — Authority receiving the document
ApplicationPlace - Place of filing the application
ApplicationDate — Date of filing the application
SupportingPerson — Person covering living expenses
TripReason - Reason of the crossing the border
HomeAddress - Home address of the applicant

Phone - Phone number of the applicant
ResidenceCardNumber - number of the residence card
Profession — Applicant’s profession

ParentsNames - Names of applicant’s parents

State - Country of filling the application

DenayReason -The reason of the application denied

Country

Table stores information about countries.

1d - Primary key

Code — Country code

Name — Country name
VisNeeded - Is visa required?

IsShengen - 1s the country a Schengen zone member?

Documents

Table stores information about the document type.

1d — Primary key

Personld - Person identifier

DocType - Type of the document

DocNumber — Number of the document

DoclssueDate - Date of issuing the document
DocEndDate - Date of the document expiration
DoclssuingCountry - Country issuing the document
DoclssuingAuthority - Authority issuing the document

VisNumber — Number of the visa sticker
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DocumentType

Table stores information about the document type.

EES

I1d - Primary key
Name — Name of the document type
DocCode - Code of the document

DocumentKind - Is this a residence permission?

Table stores information about EES profiles.

1d — Primary key

Personld - Person identifier
Subjectld - Fingerprints identifier
Photold - Photo identifier

EesEntry

Table stores information about entry/leave history.

1d — Primary key

Eesld - EES profile identifier

Date - Date of crossing the border

Authority - Authority entering the information about crossing the border
Place - Location of crossing the border

Countryld - Country identifier

DaysLeft - Remaining number of days of permitted stay in the country
DateLimit - Expiration date for permission of staying in the country
Direction - Direction of crossing the border (entry of leave)
VisNumber - Visa number

Comment — Additional comment

Entryld - Identifier of crossing the border

Person

Dictionary table stroring information about the document type.

1d - Primary key

FirstName — First name

FormerName - Family name

LastName - Last name

DateBirth - Birth date of the arrested
BirthCountry - Country of the birth
BirthPlace - Place of the birth
Citizenship - Citizenship of the arrested
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e Sex - Sex of the arrested
Photo
Table stores information about photos.
e Id - Primary key
¢ PhotoData - Photo in the binary format
¢ Subjectld - Photo identifier
Subject
Table stores information about fingerprints of the applicant.
e Id - Primary key
¢ Subjectld - Fingerprint identifier
¢ Template - Binary representation of the fingerprints

WorkModels

Table stores information about required verification, depending on the document type.

e Id - Primary key
e ParentDocld - [dentifierof the stay document

¢ FaceFormDoc - Is the face verification from document required?

o FaceFromCard - [s the face verification from the residence card required?

¢ FaceFromkEes - Is the face verification from the EES required?

¢ FingerprintFromDoc - Is the fingerprints verification from the document required?

e FingerprintFromEes - [s the fingerprints verification from the EES required?

¢ VerifySis - Is the verification in the SIS required?
e VerifyVis - Is the verification in the VIS required?
e VerifyEes - Is the verification in the EES required?

WorkModesForCountry

Table stores information about required verifications for the particular country.

¢ |d-Primary key
¢ Countryld - Country identifier

*  WorkModeld - [dentifier of required modifications

4.2.1.4 Universal Messaging System (UMF)

Communication between iBorderCtr] and SIS VIS and EES will be achieved through the Universal Message
Format (UMF). UMF is defined by Europol a standard or agreement on what the structure of the most
important law enforcement concepts when they are exchanged across borders should be. In other words, UMF
is a set of concepts (building blocks) to construct standard data exchanges for interconnecting dispersed law
enforcement systems. It must be emphasized that UMF is not the internal structure of systems/databases (you
are not required to change your national systems, legislation or processes!) but rather an XML-based data
format acting as a layer between them to be used whenever structured messages cross-national borders.
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Figure 28 UMF as a layer between systems (source 12}

The UMF building blocks are the most important, usually exchanged, or cross-checked concepts from a law
enforcement viewpoint: Person, Organisation, Location, Item, Connection, Event — creating the '‘POLICE’
Information Model.

/ Person N e

3 |
)

Organisation

Person

Organisation / = i \
Location [ Means of Means of
Item \ ‘communication transportation /
Connection . Photo /
Event N

Figure 29 The POLICE information model (source 12}

12 UMF (Universal Messaging Fornal) Buropol Programming Document 2017 — 2019 The Hague, 17 January 2017 Europol
Documnent)
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As iBorderCtrl is an RIA project although the consortium made several attempts to acquire access to testing
or real implementations of SIS VIS and EES from multiple countries these were unsuccessful, but the goals of
the project could be achieved as well through simulated datasets made specifically for the purposes of the
project. As such each system database has been developed for use in the pilots of iBorderCtrl with UMF as the
messaging protocol between iBorderCtrl and the national system databases.

UMF Mapping, enabling fast and cheap deployment

iBorderCtrl is developed primarily by industry with the cbjective to one day move beyond research outcomes
and onto real products on the market. To achieve that, focus was put on developing each aspect of the system
in a way that allows for quick real world deployment following the completion of the funding period of
iBorderCtrl. The Border Control Consults system achieves this by developing all messaging through the UMF
and relying on a mapping build based on all public information available by Europol, and were needed
extended following their stated rules. The mapping is the key enabler in the UMF that would allow a fast
deployment to the real system as all that would be necessary to deploy the system are the mappings to each
countries systems to enable messaging between them.

PO (PERSON [
Nachname
Nom

Vornamen
Prénom

Date de naissance Geburtsdatum
Nationalité @ b ig L Nationalitst
Sexe : Geschlecht
Family Name
First Name
= EURTPOL , DOB
TERSON Nationality
— Gencs Er——
First name imie =—"|
Date of birth i
Month of birth S e
Year of birth Pleé
MNationality e

Sex

Figure 30 UMF mapping (source 13)

4.3 ELSI technical requirements coverage

Section 2.1.5 covers some of the requirements ELSI is responsible to cover and how it manages to do so. In
this section we will describe some additional technical requirements as presented in deliverable D2.2. and
how ELSI covers those requirements. The next table will list the requirements related with the module and
the implementation description.

Tohlo 14 FI KT Tochnical Nocevinfins

13 UMEF (Universal Messaging Format) Europol Programming Document 2017 — 2019 The Hague, 17 January 2017
Europol Document)
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5 Border Control Analytics Tool {BCAT)

5.1  User Interface and pre-requisite knowledge required

This section is aiming to introduce the BCAT tool which is based on state of the art technologies and will be
used to explore the iBorderCtrl Database data in order to discover actionable knowledge that otherwise could
be missed. BCAT state of the art statistical algorithms are divided in specific categories based on the way they
act to come to a conclusion, as it will be presented in the following paragraphs.

BCAT will be seamlessly integrated through the BMUA. To ensure that a user-friendly system is presented to
the border manager and specific scientific workflows will be developed and will be made available with names
and descriptions targeting the border manager with no analytic background. These will result in dashboard-
like presentation of real-time information using visualizations and key metrics.

However, advanced options will also exist that will allow border managers with the knowledge and expertise
to perform analyses by utilizing the full customizable power of the platform, these could be done for one-off
analyses that aim to test specific hypothesis regarding border control data, and, were relevant, deploy these
analyses as expansions to existing dashboards, or new ones to help their non-analyst colleagues make use of
the new scientific workflows.

5.2 The underlying scientific analyses algorithms

BCAT will enable the metadata analyses of all travellers that have gone through the system and perform
combinatorial analyses based on statistical modelling and data mining approaches. BCAT is key in enabling
advanced post-hoc analytics that will help identify new patterns and knowledge allowing iBorderCtr] to adapt
to new situations quickly and at the same time enabling the advanced exploratory analyses of the collected
data to evaluate each model’s performance.

It is based on a scientific workflow platform that includes:

. Univariate analysis tools: collect statistics on the performance of each individual tool

. Interaction analysis: tools to discover information interactively

) Feature selection, dimensionality reduction: to identify key high /low performing tasks

) Pattern discovery: to enable the automated discovery of key patterns in data, or results of

primary analyses of travellers

BCAT is able to discover key patterns in the data associated with either false acceptor false rejects of travellers.
These can lead to better decision making at border control by expanding the patterns in RBAT, as well as
identifying vulnerabilities in the security infrastructure of border control, enabling better focusing of
resources to improve the performance of future system upgrades to address these. BCAT includes the state of
the art on correlation analysis algerithms, on dimensionality reduction algorithms, on clustering algerithms
and on clarification algorithms. The combination of those statistical approaches with state of the art machine
learning on the outcome of each module will be the formula that will decide the effectiveness of each module
based on their performance to the human border control. BCAT offers also the capability of providing key
metrics relevant to expected traffic on specific planned travel dates, and to border guards traffic, and risk
levels to allow for better planning. In this section we introduce the most important algorithms that will be
included in BCAT. To demonstrate the potential impact of the tool and iBorderCtrl by extension we present
for each algorithm a sample application where it would be used. Each application will be composed of an
experimental design that includes clear indications of what data will be used and how, and what the ocutput
will be. A short discussion section will explain how to interpret the outcomes in each possible case. As the
number of algorithms and the potential applications are in the thousands, we focus on key samples that will
be performed at minimum as part of the funding period of the project to help meet the project’s objectives
related to the evaluation of the platform, as well as individual tools, and to determine and identify tools that
when used together improve the overall performance of the platform by eliminating each other’s
vulnerabilities.
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5.3  Evaluation of individual Border Control systems

The best way to evaluate providing convincing scientific evidence derived from empirical data collected
through the pilots is to test specific a-priory defined hypothesis related to the efficacy of specific modules.
These may be univariate, testing for risk related scores derived from a specific system to eventual outcomes
of travellers, or they could be multivariate, linking the outcomes of multiple systems to test if jointly they offer
an interaction effect that significantly improves their performance. Most methodologies were presented in
D2.1. Some of those descriptions and schematics are also replicated here to assist the reader when reading the
showcase scenarios to better comprehend the tools used from an analytical point of view.

5.3.1 Association testing

We will identify variables that are linked together, for example, some of the deception detection questions and
outcomes of specific tools. The most appropriate algorithm will be selected based on the showcase. This will
depend on the nature of variables involved (categorical, linear etc.) and the distribution of the collected data
(linear or not to select parametric or non-parametric methods).

5.3.1.2 Showcase Falsified Travel documents (VISA)

Visa related information collected by the user will be evaluated against the VIS database when possible.
Specific hypothesis will be tested to see if there is a statistically significant association between the detection
through the DAAT and FMT tools, and the user provided information at the pre-registration stage compared
to the information in the VIS database. This showcase will focus on non-obviously falsified travel documents,
such as:

. Stolen Identity: Valid visa but not belonging to the traveller, were the FMT tool should be able
to identify it's a different person, by matching the passport picture.
. Manipulated original documents: Cases were a valid visa was once provided to the traveller

but is no longer valid, and the traveller attempts to modify the visa to appear valid, such as changing
specific dates on the document. The DAAT tool performance may be evaluated in these cases were
through the VIS database we can identify the real expiration date of that visa.

54 Knowledge Discovery and pattern identification

5.4.1 Advanced exploratory analyses of the collected data

In the case of correlation analysis, the interest is in identifying any statistical relationship between two
independent variables. Through that algorithm in BCAT, we can reveal correlation of any variable in the
iBorderCtrl database that will lead te an estimation of the effectiveness of the system. More specifically, we
can use iBorderCtrl system outcomes to see which systems behave similarly making joined deployment
redundant, and cases where there is an interaction effect, making jeint deployment beneficial.

§5.4.2 Correlation Coefficients

To obtain such a result there are various approaches, in BCAT though we will use Pearson’s Correlation
Coefficient an approach that measures the degree of linear correlation between two variables. The returned
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correlation is in the range [-1,1], with zero denoting no correlation among the variables, 1 a perfect increasing
correlation (when there is an increase in the value one of the variables there is a linear increase in the value
of the other variable as well), and -1 a perfect decreasing correlation. The measure for two random variables
XandY is calculated with the following formula:

cov(X,Y)

corr(X,Y) = =
x0Ty

where cov is the covariance and o is the standard deviation.

Another approach establishing the idea of correlation analysis is the Randomized Dependence Coefficient
(RDC) (Lopez-Paz et al, 2013) is a measure of non-linear dependence between random variables based on the
Hirschfeld-Gebelein-Renyi Maximum Correlation Coefficient. [t is invariant to monotonically increasing
transformations and it is ranged to [0,1], with zero indicating no correlation and one indicating a complete
correlation among the two variables. The RDC process for the variables x and y drawn from a noisy circular
pattern is shown in the following figure. The samples are used to estimate the copula, and then are mapped
with randomly drawn non-linear functions. The RDC is the largest canonical correlation between these non-
linear projections.
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Figure 31 RDC process for a noisy circular pattern

5.4.2.1 Correlation Coefficients Showcase

In this showrcase, all pairs of tools producing risk scores could be tested. Priority will be given to those pairs
were some overlap or potential combinatorial synergy is expected As each tool in iBorderCtrl is
independently developed and integrated in the platform, there’s a need for analytical methodologies that
make minimal assumptions with regards to the nature of the risk scores at each individual tool. Corelation
analyses will allow testing for correlation betwveen variables while addressing any inherent bias caused by the
distribution of any one specific risk score.

In this showcase, we expect to identify pairs of modules that are compliant or replicate one another. For
example, if DAAT and FMT applied at the pre-registration stage both perform perfectly, they may both identify
the same subjects. Thus, revealing that either tool could supplement the other (this is a hypothesis to test, we
do not expect this to be the case). In another example, it could be that when focusing on just subjects that are
known to be illegal travellers, when locking at both tools together, where DAAT fails to detect high risk (for
example because documents are real but belong to another person) FM'l' steps in and identifies the weak point
of DAAT (real documents, but stolen identity). Having this analysis will determine the overall efficacy of the
system when deploying both systems together and would reveal the pattern and relevant coefficients that
could be used to derive weights to use in order to optimize the system based on previously collected data.

Machine Learning: Dimensionality Reduction, Principal Component Analyses and Random Forest
Dimensionality Reduction can be used either for transforming the data inte lower dimensions using the
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information of all available variables/features, or selecting a subset of the available features, so as to remove
the ones that are redundant or irrelevant. This can be used for visualizing data in lower dimensions and for
helping creating simpler models, which are less prone to overfitting.

5.4.2.2 Principal Component Analyses

Principal component analysis (PCA) (Abdi and Williams, 2010) creates linearly uncorrelated variables
(Principle Components) using orthogonal transformations. The resulting PCs are less than or equal to the
number of the initial features. The largest variability in the data is explained by the first PC, then by the second
and so on. PCA can be used for visualizing high dimensional data into lower dimension (e.g. 2 or 3] that can
help in exploratory analysis. Additionally, it can be used for noise removal.

The HSIC Lasso (Yamada et al., 2014), is a feature-wise kernelized Lasso approach. Since it is feature-wise, the
kernel is applied on each feature vector, which enables the identification of non-linear dependence between a
feature and the response variable. To identify features that are not redundant and are associated with the
response variable the Hilbert-Schmidt Independence Criterion (HSIC) is used. The HSIC Lasso is given in the
following form:

min

B =

L < || 2
E_ Ay -—"3'-:) - Pt e [BLELN ) =
aerd l ZII;LK‘ l Frob + Alal| {5 tau e ag 20

Where || .| FT_Zob is the Frobenius norm, K (%) is the centered Gram matrix computed for the k-th feature and L

is the centered Gram matrix computed from the target variable. The algorithm returns the selected features
with non-zero coefficients.

5.4.2.3 Decision Trees with Random Forest

There are good reasons, and many methods for automating decision tree generation in the literature. However
automated decision trees tend to fail unless there is a very large number of data points (in our case travelers)
to analyze, and more specifically, a relatively large number of travelers matching each case we are trying to
detect (meaning high risk travelers that succeed in fooling the system). There is however one method that is
based on these concepts, and achieves reliable good results, and that is Random Forest. The Random Forest
algorithm utilizes similar concepts to automating decision tree generation, but rather than focusing on the
decision tree, itinstead focuses on ranking variables in a regression or classification problem in a natural way.
It works through an unsupervised learning algorithm; it allows mix variable types and is robust te outlying
observations.

5.4.2.4 Showcase Dimensionality Reduction

Taking a snapshot at the schema of the iBorderCtrl database and it becomes clear that the number of variables
is quite large. Coupled with BCA"s challenge that is to analyze all metadata collected at berder contrel points
across Europe with the goal of identifying complex relationships across multiple methods that may include
millions of daily travellers across many border crossing points and the challenge in terms of the computational
complexity is clear.

Dimensionality reduction helps by identifying the variables (Dimensions) that are less likely to provide useful
information reducing the number of variables to analyse. This is a good step to apply when there's a need to
reduce the number of variables either because we want to perform lower number of tests.

Principal Component Analyses con the other hand merges variables together inte less dimensions (Principal
Components) allowing complex analytical approaches te be performed with potentially less infoermation loss
compared to dimensionality reduction.

Through BCAT all data collected through the pilots will be used to run both methods. In the case of
dimensionality reduction, we expect an identification of the less informative variables to be removed.
Principal component will act as an enabler to allow complex analytics to take place on a smaller subset of
variables that may improve the risk calculations at a per-traveller case.
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5.4.2.5 Machine Learning Showcase

All methods mentioned in this section will be tested in BCA'T on all variables. These methods are designed to
take as input a large number of dimensions (Variables from the iBorderCtrl databases) and in the case of:

Dimensionality Reduction: [dentify the dimensions (variables), that carry the least amount of importance
based on our collected data

Principal Component Analyses: Identify a significantly smaller number of variables that are calculated based
on the total number of variables (principal components) that may be used in analytics as a way to discover
complicated patterns identified with specific sub-types of travelers (Bona fide for example).

Random Forest: This algorithm will be used to rank the importance of all variables in order to identify the
mostinteresting variables to focus on.

In reality, we expect these algorithms to be utilized in scientific workflows with the ones in other sections as
a way to automate the handling of the high dimensionality nature of the database enabling a more intelligent
way of performing the analyses that relies on automation thus allowing the border managers, who are non-
experts from a computational sciences perspective, to perform complex analytics and increase the likelihood
of actionable and accurate outcomes.

5.4.3 Clustering and Classification

Clustering is used for grouping data that have similarities together. The similarity between data is usually
calculated using distance measures such as the Euclidean distance and the Hamming distance. Clustering can
be used to group together travellers with similar patterns.

K-means (Hartigan and Wong, 1979] is a clustering algorithm that tries to partition data into k groups. The
algorithm takes as input an MxN matrix and k which is the number of clusters that will be created. Initially the
centers of the clusters are randomly assigned in the data space. At each iteration of the algorithm, the subjects
are assigned to the cluster whose mean is closest to them. The similarity measure used is usually the Euclidean
distance. Then the means of each cluster are updated so that they are the mean of the subjects thatare assigned
in that cluster. This procedure is repeated either for a pre-specified number of iterations or until convergence.
A drawback of k-means is that k needs to be defined a-priori. An example of a k-means clustering on data using
k=4 is shown in the following figure. Each coloured dot represents the center of the cluster, calculated by k-
means.

Figure 32 A k=4 clustering of data

Hierarchical clustering techniques do not require from the user to a-priori define the number of clusters
(Hastie et al,, 2009). [n hierarchical clustering there are mainly two strategies, the agglomerative and the
divisive strategy. The difference between these two strategies is that the first follows a bottom up approach,
whereas the second one follows a top down approach.
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In agglomerative clustering, at each step the two closest clusters get merged together until only one clusteris
left. There are several methods for deciding whether two clusters are close. One approach is to consider the
distance between two clusters as the distance between the closest pair among the two clusters also known as
the nearest neighbour technique. An alternative of this method is to consider the distance between the furthest
pair of the two clusters, known as the furthest neighbour technique. A compromise between these two
methods is to consider the average distance between the two groups.

An example of hierarchical clustering is shown in Figure 33. Four clusters were created as shown with
different colors on the left dendrogram. The heatmap shows the different values of the data in each cluster so
as to visualize their differences.

Color Key [

ensity Plot — |

Densiy
15

0D 5

e e e
0 02 04 06 08 1
no / yes

Figure 33 Hierarchical clustering

Classification algorithms try to predict the class of an instance using the knowledge they have from previously
seen data. In BCAT classifiers will be used to aid the decision making in border control by modelling /
identifying key patterns of travellers who should or should not pass into a country.

Random Forest (RF) (Breiman, 2001) is an ensemble of many de-correlated trees. Each tree is created using
bootstrapping and the subjects not used are called the outof bag (00B) samples, which are used for calculating
the misclassification error. At each terminal node of the tree, m features out of p are randomly selected and
the best feature out of them is used for further splitting the node. The trees are grown in full depth and no
pruning is used. Majority voting is used for selecting the predicting class. The accuracy of the algorithm is
calculated using the O0B error rate.

Support Vector Machines (SVMs) (Cortes and Vapnik, 1995) are also known as maximum margin classifiers.
This is due to the fact that they try to find the decision boundary that has the maximum margin among the

data peints of the classes in the dataset T'he margin is defined as the perpendicular distance among the
decision boundary and the closest of the data points as shown in the following figure.
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Figure 31 Margin definition

To cope with the non-linearly separable data, kernel functions are used for projecting the data in higher
dimensions and converting non-linearly separable problems to linearly separable.

5.4.3.1 Showcase Clustering and Classification for Pattern Discovery

Clustering and classification techniques can be utilized to identify clusters of travellers that exhibit common
attributes. The aim is to identify clusters of patients that share either low or high risk consistently based con
common factors between them. These clusters will then be used to identify the underlying patterns that
characterize clusters of interest and will be used to expand the rule based applied on to the RBAT tool to
increase the predictive power of future travellers. Hierarchical Clustering is a very powerful methoed that we
intend to apply to this challenge through RBAT. [t allows the simultaneous clustering across two axes, the
travellers being one, and the second being the risk scores produced by each independent tool in iBorderCtrl.
If the method is successful in identifying patterns, then it should be able to discriminate travellers (placing
them with close hierarchical distance to each other] that share the actual border control outcome. Consider
as an example a situation that due to changes in gecpelitical forces a new type of illegal border crossing
traveller arises. One that perhaps current systems fail to identify correctly at the border but are able to at a
later time thanks to crimes, or other reasons allows the travellers to be revealed to the authorities. These
methods could be used to test and see if the existing systems although they failed to identify these subjects
individually, perhaps they behaved consistently among these travellers, and uniquely in their combined
output compared to all other travellers. [n this situation, the above-mentioned algorithms could be dissected
to identify new patterns that could be incorporated in RBAT to allow the correct risk estimation calculation of
these types of travellers for future crossings.

5.5 BCAT technical requirements coverage

Section 2.1.5 covers some of the actions BCAY is deing to meet the requirements. In this section we will
describe some additional technical requirements as presented in deliverable D2.2. and how BCAl' covers those
requirements. The next table will list the requirements related with the module and the implementation
description.
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6 User interface

6.1 TUA implementation

6.1.1 TUA interface implementation

iBorderCtrl Traveller User Application is implemented in a common cross-platform client (both mobile and
web) called Electron, featuring a number of REST services. Electron main advantage is that it operates
independently of the Operating System and allows the creation of a web-application as well as a client
application for Windows, Linux, Mac, mobile phones, etc. at the same time. More specifically, Electron is a
framework for creating native applications with web technologies like JavaScript, HTML, and CSS and is
combining Chromium and Node.js into a single runtime and its applications can be packaged for Mac,
Windows, and Linux.

In the following paragraph, the main visualization aspects of the Traveller User [nterface are presented in
screenshots,

6.1.2 TUA screenshots

In this paragraph, the screenshots of the developed T'raveller User Interface are presented with respect to the
TUA screens described in detail in Deliverable 2.2 section 7.1. It has to be noted that the avatar interview
screen (Step 4/5] is under development j

Initial screen

/\ E
\\'//

HRDER
@‘

Welcome to iBorderCtrl

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Nam eget nisi scelerisque, sagittis turpis at, semper quam. Mauri
elementum erat at nisi laoreet faucibus. Proin pretium dul quis rutrum tincidunt
I accept the 1« fuseofthe o catior .

Cregse | oo

Figure 32 TUA Initial screen
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Register screen

English = %

Please complete the following fields in order to register to the iBorderCtrl system
Firsiname *
Surnarne *
Gender
Date ol Birlli*
N orality *
Country of res cence ¥
Adcress ¥
Mabllz Telephane number ¢
Emzil »
Do yau have single o multipla cltizenskp? * v

Twitter Azcaunt

I npinname *
Password *

P ey your pasgword ®

Figure 33 TUA Register screen
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B&RDER

Login screen

English ~ %

Please enter your Username and Password to start the iBorderCtrl preregistration
pracedure

Usemame *

Passward *

=N K

Figure 34 TUA Login screen

Home screen

Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Mauris porttitor eu dolor
sed suscipit. Sed leo velit, euismod id
posuere ul, condimentum id libero

Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Mauris porttitor eu dolor
sed suscipit. Sed leo velit, euismod id
posuere ut, condimentum id libero

Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Mauris porttitor eu dolor
sed suscipit. Sed leo velit, euismod id
posuere ut, condimentum id libero

Figure 35 TUA Home screen
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Travel information screen (Step 1/5)

Step 1/5
Please camplete the following fields about your travel
[Irigin *
Degtirarlon®
tergth of slay * ¥

Cantget infarmation

Hate weervelien
P pose of Trip * -

Cxpertad Data of drr val *

Expeztad Tima of Arrlval * -

Crpaztad Date of DegaH am *

heans of ravel bo your destination® -
Who le paying forthe expenses of your fravel/stay? * o
Do you have health Insurance® * -
Have you ever been refuzed entry 1o the Schengen Area?® -
Hawe you ever been remaoved fram Ihe Schengen Ares™ * -

Figure 36 TUA Travel Information screen {Step 1/5)
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Travel information screen (Step 2/5)

English = %

o [ ] L] L]

Step 2/5

2

Please select ihe countries yau are going ta cross until yau reach your final destinalion

H-=

Click here 10 add a country 10 yaur trip.

Click here when all countries are added °

Cancel Back

Figure 37 TUA Travel Information screen {Step 2/5)
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Document information screen (Step 2/5)

Step 2/5

Plense select the countries you s gaing 1o cross untll you reach your final destination

Country Data >
Document Data
Pleane complete the following fields about your Document
Will puw L T 1 s wne wounlp weing
O @ Pazsacrt
aum e oo Pt dneumane
acumant umeer
+q I
ey b

Wil you travel Using visa 10r t1ve Current country?

00 you have & residence permit for the current country?

Figure 38 TUA Document Information screen (Step 2/5)
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Vehicle information screen (Step 2/5)

English ~ &8

® & & & o

Step 2/5

Please select the countries you are golng to cross until you reach your final destination

Country Data

l||l
X

Vehicle Data

Please complete the following fields about your Vehicle

Will you travel using your own vehicle?

Mufc-eamplate paing data for vehicle:

Ieansa plate *

nsLranze palicy *
wnerahin *
Irlves izense number

£5L0d Caurtry

O will you exit fram the border of that country with different vehicle?

Coew [ o |

Figure 39 - TUA Vehicle Information screen (Step 2/5)
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Document/vehicle upload screen (Step 3 /5)

Step 3/5

Upload your travel documents

m Browse... No file selected.

Upload/Snapshot your Passport/ID from the front side

+“Upload/Snapshot your Passport/ID from the front side
+“Upload/Snapshot your Passport/ID from the back side
+Upload/Snapshot your License from the front side

+Upload/Snapshot your License from the back side

The process was completed. Please go to the next slide.

Figure 40 - TUA Document/vehicle upload screen (Step 3/5)
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Exropean
Commission

QR code screen (Step 5/5)

- &
o
Step 5/5
OR Code
—
=t
T
e
12-08-2008 16-08-2009
Your QR Code

2256874663447

John Papajahn

Show this ar code to the barder guard

Figure 41 TUA QR code screen (Step 5/5)
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My profile screen

User Account gt '%

johnDoe14

John
Doe
Male v

American

Jan 28,2018

(YRR

Reverly Hillz, an?1n

Teleulier = nursbee

+1 (310) 276-2251

jnhn deefirss gov

o]

Usger Settinga

Figure 42 UA My profile screen
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European
Commission
—_—

My documents screen

‘ My Passports My Vehicles

GR 7432876548235 (ID)

HOL 484135486465 (Passport)

e

USA 489464684
GR 455656466

BEP 4455
AKK 9632
AKK 9632
AKK 9637
AKK 9632
AKK 9632
AKK 9632
AKK 9637
AKK 9632
MIT 3058

4

1glish = e

My trips screen

My Docurnents

Figure 43 - TUA My documents screen

& My trips

My 1rips history

)
«
= PN
"
—
12-08-2008 16-08-2009
)
02-11-2009 08-11-2009
)
@ A LA
1 1\
02-11-2009 08-11-2009

Figure 44 - TUA My trips screen
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6.2 BGUA implementation

6.2.1 BGUA interface implementation

The PU Border Guard Agent Interface (BGAI) workflow will be based on the “On-border” crossing point check
general scenario that was described in the WP2 Deliverable 2.2. The iBorderCtrl officer is asked to enter
his/her user name and password to get access to the application. All check screens are based on the chapter
7.2 Deliverable 2.2 User management and users interfaces - Agent User Interface For Border Guards. On the top
of the AUI, the application displays the following status information:

. access to the wireless networks,
. date, time and GPS data
. the current user login.

On the right side of the check sceen, the border guard will be informed about the status of the BCP checks to
be performed- the progress bar, connection status (between data acquiring devices and the tablet, as a
processing unit) and battery charge level of each device. The active part of the traveler control is marked by
the darker shade of gray. It is up to border guard whether and when the next part of the procedure should
start. The process is triggered by the green START button.

All check screens instruct the Border Guard about the action to be performed. This is placed as the title in the
middle of the screen in the following form: “Please, use XXX to scan the traveller’s YYY”, where “XXX" stands
for the specific device and “YYY” stands for the specific data to acquire.

The middle partof the screen contains infromation regarding the acquisition result (Result Box) and the status
of the process (like “Waiting for documents data...”). The border guard has to acquire the data within 10 sec
(time will be counted down), after time run out the process could be restarted by clicking on retrieve icon.

The overal BCP screen offers the Border Officer two options to: proceed with the control or to turn back the
traveler. The estimated risk information is displayed on the left side of the overall screen.

The current GUI of the application is presented in Fig. 6.3. It is the basic interface that will be expanded with
the further development of the system. The window is divided into two parts:

. The main panel, responsible for presenting messages for the BG. Here all information about
the current state of the application and commands for the BG will be presented (like encouragement
to use the specific device, or the current risk assessment score).

. The contrel bar, containing three groups of objects. The first one is the information about the
current user of the application (his/her name, login date and time), the status of devices connected to
the PU (each device has its own icon, which can be red or green, depending on whether itis visible for
the application or not), and configuration icons (used to perform the detection procedure and
configuring the application).

The functionality of the software covers the following operations, which will be extended if needed:

. Detection of the state of all devices being part of the PU.
. Performing the data acquisition for each of available devices.
. Sending the acquired data to the local server, which will pass the information further, to each

respective scanning processing module and to the central iBorderCtrl database when required.
The example of the data acquisition using the camera (in the current version the onboard tablet camera is
used) is presented in the following Figure. The acquisition starts after clicking on the grey bar in the main part
of the application.
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User name, date and time of starting the application

QR Code Scanner
Document Scanner
Fingerprint Scanner

Camera (onboard) './.\‘
\ !/
BH#RDER
@‘

Checking if all devices are operating

Figure 45 Main screen of the PU Application

Waiting for data

Figure 46 Data acquisition screen for the camera

6.2.2 BGUA Screenshots

In this paragraph, following the same structure as in the TUA ones, the screenshots of the presently under
development Border Guard User Interface are presented with respect to the BGUA screens described in detail
in Deliverable 2.2 section 7.2. Since, the development process is ongoing, the screenshots below, represent the
current version which is a preliminary one to test the respective functionalities, while the final completed
versions will be presented in full detail in the following Deliverable D5.2.
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Figure 47 Initial login screen of the PU Border Guard Agent User Interface

% L - Date/Time/
o © Logged as Usernam

Please, use QR code reader ta scan the traveller QR code

Dacument authenticity Jd

3 0 pes o~
Vehicle information Jd O 0:10 S W7y e deiaaeg ~r
Match fingerprini Fim)
Face recagnition Fim)
Palm vein scanner Ad
Hidden human detection a Result Box
V/ 15% |

[ —

Figure 48 QR code check screen of the PU Border Guard Agent User Interface
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ek iclo information 4 -0:10 Waiting for documents data ... 9
Match fingerprint J
Face recognition Al
Palm vein scanner aal
Hidden human detection Jd 3 Resilt Box

30% |

Figure 49 Document authenticity check screen of the PU Border Guard Agent User Interface

Please, check vehicle of the traveller

chode scanner al
Document authenticity a4 -
— -0:10 Waiting for vehicle data ... 9
Match fingerprint a 2 §
Face recognition A
Palm vein scanner a
Hidden human detection A Bt B

P

Figure 50 Vehicle Information check screen of the PU Border Guard Agent User Interface
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Please, start the match finger print procedure using fingerprint reader

QR code scanner al
[Document authenticity al O -~
Vehicle information 40 -0:10 Waiting for the match fingerprint data ... 9

Face recognition a
Palm vein scanner A
Hidden human detection A

Result Box

QR code scanner =
Document authenticity J 3

Vehicle information A 3

Identify traveller with face recognition?

Match fingerprint

Palm vein scanner

Hidden human detection Ja 3

R —

S imiEnes

Figure 52 Face recognition initial screen of the PU Border Guard Agent User Interface
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F« Please, start the recording video of the traveller face using body mounted
camera
QR code scanner J 2
Document authenticity A -
Bt information = -0:10 Waiting for the video record/image .. 9
Match fingerprint aal 3
Palm vein scanner Al [
Hidden human detection al Result Box

R 1)

f

Figure 53 Face recognition check screen of the PU Border Guard Agent User Interface

> ' Logged as:

’FV Please, start the portable palm vein reader

QR code scanner | -]

Document authenticity al - -

BRe 12 Information 4 0 -0:10 Waiting for the match palm vein data .. 9
Match fingerprint a4

Face recognmon

Hidden human detection Result Box

77777777 s )

Figure 54 Palm vein check screen of the PU Border Guard Agent User Interface
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QR code scanner a O
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Match fingerprint A 3 '
Face recognition o 3
Palm vein scanner al

adon b deection 4 5] Reslt B

QR code scanner Jd 3
Document authenticity A )
Vehicle information ad 3
Match fingerprint A
e recognition A Proceed / Second check required / Turn back
Palm vein scanner o 3
Hidden human detection A 3

RISK = 10%

i

Figure 56 Overall BCP screen of the PU Border Guard Agent User Interface
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Document authenticity 4 D

Vehicle information 4

Match fingerprim A

Figure 57 Lost connection between body mounted camera and tablet error screen of the PU

The connection has been lost. Please check body mounted camera
statusl...

Palm vein scanner 4 0

Hidden human detection d 0D

[

60% |

Border Guard Agent User Interface

6.3 BMUA implementation

6.3.1 BMUA interface implementation

iBorderCtrl Border Manager User Application is implemented in a scientific workflow system called Galaxy.
Galaxy is also a data integration platform and in our case will be receiving the information needs to be
analysed. Galaxy also provides you with the ability to use or create your own statistical analysis tools and use
a friendly interface to represent those results. By using python as the programming language to make the
changes needed Galaxy will be the web server that will host iBorderCtrl border manager user application.

In the paragraph below you can view some screenshots of the application current progress.

6.3.2 BMUA screenshots
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Figure 58 Expected risk dashboard graph for next days for border managers
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7 Data Protection Impact Assessment

7.1 Introduction

Regulation 2016/67914 (GDPR]) will apply from 25 May 2018, and its Article 35 introduces the concept of a
Data Protection Impact Assessment (DPIA), which will be required of any data controller whose data
processing is likely to result in a high risk to the rights and freedoms of the data subjects. A similar obligation
is also contained in Directive 2016/680'5,

A DPIA is a process designed to describe the processing, assess the necessity and proportionality of a
processing and to help manage the risks to the rights and freedoms of natural persons resulting from the
processing of personal data (by assessing them and determining the measures to address them). DP1As are
important tools for accountability, as they help controllers not only to comply with requirements of the GDPR,
butalsc to demonstrate that appropriate measures have been taken to ensure compliance with the Regulation.
In other words, a DPIA is a process for building and demonstrating compliance.t¢ Non-compliance with DPIA
requirements can lead to fines imposed by the competent supervisory authority. The term “Privacy Impact
Assessment” (PIA) is often interchangeably and refer to the same concept. The DPIA should start as early as
practicable during the design of the processing operation even if some of the processing operations are still
unknown. This is also valuable for operationalising data protection by design as the results of the DP1A will
point to areas that need privacy consideration and implementation. As the DPIA is updated throughout the
lifecycle project, it will ensure that data protection and privacy are considered and promote the creation of
solutions which promote compliance. It can also be necessary to repeat individual steps of the assessment as
the development process progresses because the selection of certain technical or organizaticnal measures
may affect the severity or likelihood of the risks posed by the processing,

1 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation).

Ui See Art. 27 of Directive 2016/680.

1o Article 29 Working Party Guidelines on Data Protection Impact Assessment (DP1A) and determining whether
processing is “likely to result in a high risk” for the purposes of Regulation 2016/679, adopted on 4 October 2017

111



se paamxad ag 8w
jeyl  ASojourpel  mau
Sursn jusuodiios a1 S '

ipash Aquading
jou s 31 Aem B Ul 1o
‘0] pasn A[JUa1ma]ou sl
asodind e 10] s[enpiaput
nagqe  uoewnaojul  asn
juauaduwoa ayy sacq ¢

JuoneurIojur
21 01 SS3IIJE  IuNNOd
pey A[snolaaid jou arer
ynym  syuauodwan o
pasopasIp aq s[EnpIAlpur
Moge uoEWLIOJUL |[IAR °S

LSOA[RSWAY) InoqE
uoneuLIoJul apiaoxd
01 s[enplalpur  [sdwod
jusuodwiod syl [IM 7

isjenplaipul
NOQE UONBULIOIUT A3
JO UOMD3[[02 JY1 dAjoAUL
wauodutos sy I T

((N) oN & 10 (&) S8 A B [1Iat sUonsanb Buimo[[o] a1 Jamsue asea[d ‘01 pasall noA J1 sdo[asap 1oa(o1d a1y sk s1amsue Jnok uo puedxs ues
noj "as10.Iaxa [N]asn & aq pinom y[dq & 1ey] Uonesipul ue si suonsanb asayy jo Aue 01 sak, Burlamsuy ALessadau sL y[d( E 13133 uoisoap ayl djay o1 papusiul a.e suonsanb asay ],

suonsanb Surusa.iog :auo tadeyn

NG
uriope[d arem)jos LDAap.Ioegl 8] JO U0IS.I3A 1SAI] T Fd ¥3iguea

7N




s121dey2 1uanbasqns U1 pasijeue Iainj aq pinoys yusuodiod syl usyl ‘sai sl jusuoduron e 10J suonsanb asoqe a1y Jo AUE 01 Jamsue 13 J] (z
stardeyn yuanbasqns ur pasA[eue Jay1an] aq 10u [Im Juauodwed sy uayy ‘(QHH “9'a) wauodwad aypads e 10j o s1suonsanb aaoqe ayy [ 01 Jamsue ayl | (1

ISION

Zaalsnul puy Aew A3l
JBY) SABM UI S[ENPIATPUT
1PEIU0I 01 armbaa
wauoduros sy [[IM 8

a1eapad
aq ©0) I9pISUcy pnom
apdoad jery wonewrojur
J3L[10 .10 SPI0I3AI [BUIULID
‘spIodal yesy ‘a[duexs
10, (suonepadxa
10 suIasuo0s Asealrd asied
01 A[ay1] Aprenonaed puy
e JO S|enplalpul noqe
uoneurIojul a1y S[ /

Jwayy uo pedul
JUEDIUSIS B 9ARL UED
181 SABM UL S[ENpIAIpUL
1suiese uompe 3unjel Io
SUOIS12ap Bun{EW Ul 1|NSa.l
wauodwiod syl My 9

uonuzosst
[EI0B] U0  SJLIJAWIOI]
Jo asn arpy ‘spdwexa 10,
famsnaqul Aoeanrd Buraq

B Xy,
% w urioed alemy]os [3Ddaplogl ayj JO UQIS.IaA 181 T #d m\unx 9
# 2 rl\ _\../




'st12auoo Asealtd Buisied snyg ‘uoneutiojur jeuosaad asyio do sojoyd ‘soLawiorq se yons ‘wiatl noge (]1d)
UONEUWLIOU] 3[qenusp] A[[euosiad UTEIUOI UYIIat S)USUWIndop [9AeI) pEo[dn 01 J9[[9ARI) 813 Wodj salinbal juauodurod syl asnessq Lyy(d 10] papasu s1 ¥idd o4l

"SONSLIAOEIEYD W3Wnsop payisie] jo sydwane AJNuapt 01 spienn Jspiog a1 IBU[IDE] 01 PSALISP 3¢ [[Im AIDNUSIINE SIH3WNI0P 3}
10 UCHIEPI|EA A1 SUIUIAIU0I 31028 BUIMEW B ‘SN [, "SIOSLISNEIRYD pned) 1SUIESe | ¥y (] Aq pauiuexa aq [1m (esia qaodssed) sjuswnnop [2aed Jo saIniea) Auannas
B ] Yoy [0NU0Y Iapiog a1 Bulinp pauuess spiend Japloq a1 puk ainpasold uonensidal-ald syl Burinp jaswiiy papiaoid Ia[[asen a1 PIYM SITBWNIOP
[2AEI} Jo ainpasord uonesylIaa sy} Ioj a[qisuodsal aq [[Im LYV 'seinpasold [o1juos Iapioq oy} puk uonensisai-ard sy} Ik jog pash ay [[Im LVVJ LLVVA

"S|IEISP UI []1f 01 1IEIS UED NOA ‘¥ (] B 10§ pasau 311 payluapl saey suonsanb Burusaaas sy 181y

21e1dwa] Juawssasse 1oedwl uonosaload Ble( :om1 1a1deyn

s RGO
! uriopied aremy)os [3Ddaplogl ayj JO uoIsiaa 18l 14 w\_Wa.v._,mlm
.}.\L



19sN I8[[oAEL 8] 'B1Ep palols a1 01 ssadde panldiurs apraoid [[Im pue [UONEWLIOJUT [0AET pUE [euosiad] aseqeiep [1a)Igplogl o1 01 19sh a1 Aq papiaoid |
UO[IELLLIOJUL 3] 3I01S ||Im puayaeq uoneardde sy, sanpasosd uarealsidas-aid ayg SmiSeuew Jo) a[qisucdsal ajnpoiu ay] s1 uoresdde 1asn 13|[aAe1] Ay |, 'yl

‘UoeLIojul _—u.—r—ﬁm..—vnm
Ia10 puk sojoid ‘Isgquinu pies BsiA se Yons elep [euosiad sAnIsuas Ia[[aAeI) sassazodd 11 se AT01epUELU pawasp SI VIdd V SIS ‘SIA 9U1 SE NS SWsAS S)Nsuos
[onu03 19p1oq A2EB3] IIM 1O JDUISIUI Y} o UONEILIOJU] a[ge[ieAk A[[EdI[gnd JSUIs [} IS[[aAEI) 84} Aq paplroid UOTIBLULIOJUL 91R[a1102 03 pash aq [[Im [STH 1STH

‘posA[EUR aq 0) WIISAS 1Y dH 243 10] paIo)s aq [[Im dUop SIUSIISSISSE ST o} A[UO ‘WIISAS a3 UT paIo)s oy [[Im LONBULIOJUT
amau ou aanpadoad sy Sunnp os|y dnpow [Jd 21 10] paadLiial aq [[Im uoneuiojul J1ayio ou ‘uodssed-a ayy ur s8ewn qY ay sapisag -asodand awes ay
yHm aSetur 31odssed a13 I3im soBEWIT 9SOL]) 2L OS[E [[IMm ) 'UosIad autes alfy Bulaq 10U Jo 3SLI 3y} SSISSE 0} Iaplo ul uonensifar-aid ay) SuLmp psi1ols asuaIsjal
arnaworg ayl suteSe (1w ajqetiod syl Ul BISWED Y YILM UIYET) 13][aAEL 2] wWod) sageil 2yl Y2ewW [[Im N4 3yl ‘saanpadoad [0.41u00 12paoq 3l Junimng

‘uoneplEA SIY1 FUIop UM WATSAS Y] Ul palols 1o paanbaa aq [jim [[4 [BUOIIPPE ON “13][2AB.0
P2121S182. 311 FU12( 10U M3LAISIUI 3] Fulop u0s13d 3] Jo YSL1 3] SSISSE 01 P.101S [2POLL ILIIDWOIG Y] 1M MILAISIUIL JEIEAY MBU 3] JO SABeW Ayl YITeW [JIm LINA
a1 ‘IS[[9AEI) A1} JO SHUSIA JXaU 31} J0,] "WIAYSAS ] UT Palols aq [[Im [Id 19130 ON "WAISAS [11)IapIogl aij1 Ul (] I2[[2ARI] 241 Y1Im A[UC PIIBTIOSSE [apolll J1118W01g
SIU1 21018 [[IM ISBOEIEP [JA] SYL "MIlalalul deleay 3yl Surinp painided sagew Juisn [2poul IL112WOLG B 21E31D [[1m 11 Wa1SAS 3] 5asn I3[|DARI] DU W] 1811
a1y s J1 ‘uonemnsidai-sid apy Burin( ‘saansslgqo WSIaJTp oMl I3 saanpasold [o1u0d Japlog U1 pue ucnensi8ai-aid ayy q1og 1k pasn aq [[Im s[hpow STy L LI

*IS[[9ARIL 313 JO UCNEIFNUSPI 241 J0] Pash ag [[Im UONEINUSYINE JL11SW0]Y JAISNIIUI-UOU E 33UTS ‘0l 10] papasu s1 ¥]dd YL ‘Uoiiudosal urea wied 10]
aanpado.d uoneayriaa Juswo.ua a1 1oJ ajqisuodsal aq [[m Q[g "salnpazoad (01U02 13paoq Syl Ul UCHEIYNUSPI 13][3AEN BY1.10] pash aq [1m 1] :(wiaa wiped) 019

"Wa1sAs [ vy aul Aq pasnh aq 01 .19p.L0 UL WBISAS [11DI3p10gI Ayl UL Paols OS|E SL pUE 13p1oq at[]
10U 10 $S0.1D UED J12]|24AE.0 3U1 JI 3PLOap 0] Lap.o Ul p.Lend 1ap.oq ayl Aq pasn st ssado.dd Suipiew sl Jo 3Nsa. 3L, I Ul pa.lols SI UCIIEULIOJUL OU PUE 3|npotu 3yl ul
pasn si (]]4) uoneuLIoju] s[qeUnUap| A[[EU0sIa{ oN ‘wWwal] aledwoo 03 Iapio Ul (SIUSIUNIOP JB[[BAET) 8L} LI0] IB]SAS a1]) AQ PAASILIIST IBII0 A1) PUE JA[[BAEI) 8} JO
uone.oqe|[oo 3yl Yim Jiun ajqertod ayy ur1osuas ayl Aq patsmded suo) sjutadaaguly omi Jo sagdewl a3 AJUO0 SA[3DAU [|Lm S|npolu 3y [, ‘sainpaso.dd |0.0uod 1ap.Log ai
Burinp A[uo pasn aq [[Im puk asuodsal [yl ou/xnew e spraoid oy Iapio ul syurrdiaBulg jo syes omi aredwros 01 st s[npout s1y1 Jo asodind sy [ : (syurrdraduyg) o19

Xy,
E ELOU_HN_Q 2.[eM]] 05 [[JJ2p.00d1 3] JO UOIS.[eA 1Sl T+ WW\Q_N_‘MM
.}.\L




S

E]Ep PAIE[Ad UELLINY SUI173]]02 10 GUIPJ07al Y11m J0U pUE S1oalgns pue saaiyaa a(] Jo stajaweded pue santadodd [E210103[3 ay] 0] paliauund A[paJip aJe guissadnad |
pUE UONI312P S[OLM BI[} ‘SNI[L, JUSAS UONINBP 1) aplaodd 01 Buissadoid [euSis pasueape Snollfy paulqiiuod pue passarold usiy ale yaigm ‘(Jomod paatanal)
y18uams [eudis [EJ1NI3[2 PIAISIal S} 0} PAIDBULO A[15allp a1k (SaUio d11snode pue Iepel) siosuss [ool qHH o1 Yim passasord ale [a1ym eiep palds[jod oyl

1001 HH 1) 40§ Papaau LON S! ¥1dd Aym uoneoynsn|

‘I3dIq Jo ayep/aoeld
'ssalppe 10 swianed dLIawol] JUSIBHIP SE 4Ins ‘sid[aael) noqe (]]d) uonewiolu] a[qeynuap| A[jeuosiad UreIuod y1oq eyl L1Ep ILISWOolG pue (sjuaumsop
a1y wolj) [euosiad s J9[[aALI) S} SE YINS ‘UDNBULIOIUT [EIIUaPIU0d a1} peo[dn 01 Ia[[aAeT] al) woij saimbaiwuaucdwios ayy asnedaq ynng Ioj papasu s1 yidd 2YL

"UO13319p SLULID JO SWLIY Ul AJTINIAS JO [9A] pIIUBY U Y1 21 S11JaUaq
ay] ‘suonesiueiio ayy Jo,4 Japaioq ayl ySnoayy Suissed Jsa[jaaea] ay] 10J YSU [[BIAA0 B[] AlR[NIED 0] passadoad aq pnod 18yl BIEP Ayl s wrojeld [nisprogl
a1 sayddns 14 sy L ssanpasosd uonoa)joo elep ur 1aed Supjel aq [[Im 1BYD SII[ASP PUE SIOSUIS TUSIIJJIP SULBNIO0D 4 3], ‘Sulenled JLIauo[ pue sjuannoop
[2ABIY SE NS ‘einpasold [onuos Iapiog 2yl Sulnp Is[[aaenl a1} Aq papiaold vonewIojul oy} [[B Sunmaqjos 10] a[qisucdsal A2a31p ST nd 2L U a[qeriod

‘I3d1q Jo syep/ade[d ‘ssalppe 1o siiayed s11joWolq JUSISYTP SE s sIa[[aAe) Moqe ([[4) UoneuLIojU] a[qeliitsp] A[[euosiad UIRILIO) J1og
1EY) EIEP JLIISWOLY PUE B1EP JUIWNJIOP [3[|3AR1] SE Yons uonewiojul peojdn o1 as[[@aen sy woe.q salmbai juauodwad ayg asneoaq ynng 10) papaau sI yid( Y,

10U .10 19pa0q Ayl ssed (| 13[[3AeN B 13([1aYM UOIS1IZP
|E2MILID 3)E1I3pUN 01 13210 plIend 1aploq d[ay |[Im 1EY] 1001 31 S1 yN9H YL [1d @Y1 0111 SUIpuasal pue 13][3AE1] aY] 10] YSLI [[EI3AO0 ] SUIIE[ND|EI BIEP S,13][2AR.L
8u1yn19] 3q [[Im LYV J0 LN Yons ssnpout ‘alat]y wold Jurod Suisscls Iaplog a3 J& aSEqeIep JSATaS [BI0] 213 03 1U3S aq [[Im BIED Pal1da[[od [[V ‘I9][2AEL) U1 JnoqEe
stuswgpn{ anfea ayew jou 530p J[351 I[Npowl 3y ], dInpadold |011u0d Japaog ay] FulLinp J13j[2aen syl Aq papiaotd uonewuojul (e (Appaadipur) Buroafod ag [jim
puapeq uonesijdde a1 1221310 Hg 2431 YIM UcH3eINUT pUE saInpasold [o1u03 Iaploy a1y Buideuew 10] a[qisuodsal a[npou 211 s1 uonesijdde 1asn ng a1 'vnnd

"V1dd 10} poall paskalsul Ue sTaIa1]) ‘UoTE[NI[Ea YSII pUe SUIS1SAS A2eSa] [BUISIXS UM 23-SS013 'SINIS1L]S plie soni[eue Soays
UOE2IUAYINE JUIWNDI0P [JARL] IEWCINE ‘BUIYIIEW 20€] ‘uonaalap uondadsp se yans sainpasold Suissoad 1opaog pAepuels syl ul pasn A[jua.ima jou sasodand
10] pasn aq 01 Bulo3 sI UOTIBLILIOJUT I3[[ARI] P1I3[[02 1)) SV 'sa[npoul/siuatiodiios Ial10 0) S[(B[IEAR OS[E SI UOTIEULIOJUT ST ], 'UOTIBLLLIOJUI ATMSUSS PUE s1eAlld
‘[euosIad urejtos os[e 1)) SYUSINIOP [9ART) SUlpnpUI BIEp jeAlld pue [BuosIad I1s1us 0y Ia[[9AET) o]} Wol] sainbai1jusuodiuos o) asnesaq papasu ST Vidd oyl

_ |

[ uonesidde ayi jo (uonesiensia) safe] uonejuasasd 3yl SIUIIYM ‘SOBLISIUL ISSN [I[[SARL L[] IphIUL oS[E |1m uoreddde
Xy,
wao)ie[d aaemyjos DdapLIogl Ul JO UQISIBA 1S T+ ¥3qydg
E 13€] JO5 ] P Ui 7N

—




‘e1ep [euostad pue Loeaud uewny
10 pupn| AUE 198]Jk 10U 0p AUanbasuod puk ssnssI UoNI2101d 18P 1UBAS[31 AUE 8SIET 10U O SNIJ) PUE SUBLUNY 01 Pa1E[a] E1Bp JUBAS[3I s53201d 10 198[[0d 01 pash 10U
aJe puE S[ENPIATpUT UEWNY SulAInuapr 1o BUnE[oSI )M PajIsuuos [[E Ik 10U 3Je PUE aAC(E PaqLIISap aInjEU ay) Jo SISA[eUE e1ep 91852155k U0 paseq ale SI10Suas
3A0QE 31 01 pa1eal sanbuda) 21eM1J0s pue alempley Ayl ‘sny], ‘Suissaaoad paiejal UBWINY JO puR] Yons a1e12[p 1o alnbaa sanbiuyaal uondalsp oywads ap
10 53281 passaippe ay) Iou adoss sy} J0U 3INIEU 51} JALPISU ‘pajustus[dll 81 UONEIFIUSPT UBWINY M UOTIOL 10 93104 UBINL BUIyoew 10] ‘'9I18M1]0S Pale[al
13([10 10U SWa1sAs uongosaa uewny 1o) UonI3|[02 e1ep jeuos.tad jo pun| Aue 1ou sWILIoS|E U0 U0l 3I10A LJAYISU 1BL] PaAuUod £qaiay st 'snif [, (30104 3'1)

, Xy,
E uioe[d aremyjos D1ap.Iogl 31 JO U0ISIaA 1S T+ ¥3qydg




Xndy,
uniopjerd alea])os [y0d2pL0g1 8 O UO1S.[oA 1S1L _ anw_@m
el 105 13019p.0g1 BY] JO UOISIOA IS T §( 7N

—




RCOA

uioe[d aremy)os LDIapIegl Y] JO U0IS.I3A 1S T Fd .m__nw_m_m/m
|
Ny




NG
uioe[d aremy)os LDIapIegl Y] JO U0IS.I3A1SAI] T F( CEIE L]

7N




NG
uioe[d aremi)os LDIapIegl Y] JO U0IS.I3A 1SAI] T Fd ¥3iguga

7N




NG
uioe[d aaemy)os LDIapIegl Y] JO U0IS.I3A1SAI] T Fd ¥3iguga

7N




NG
uioe[d aremy)os LDIapIegl Y] JO U0IS.I3A1SAI] T F( ¥3iguga

7N




¢l

a.e sanssI A11INJ3s pue uondalold elep A[[ewIaiu] 8oy Q A1LIND25 UOMELWLIOJU] dU] YIM PaSSNISIP UAY] SEM UONEULIOJUL SIU] JO 3FeI101S 'sysi1 AoeaLtd jussaad ospe
1e1]) suonsung ajnpowt 211 Sunioddns 10] pa1ols aq p[noys uoneurIour a1earid /feuosiad UaIym palylIuapl SABY am L] USISap aseqriep ol Yum J21e80 [t LVvd

Yy,

! wLiopyefd aaemyjos [13DIapIogl Y] JO UOoISIaA ISI1] T+ W_Wn_x/&h/m
by




¥l

"paINSUDI 3 [[IM H['T pUB
Wwea] uoreuipao-o7 13aloag ayl “A|JRUISIXA STOZT00ZZ OSI a1 £q 195 se saumpanoad pue sapijod sy (s Suidjdwon ‘asa1yjo ALnass uonewrojul ayl Aq pajpuey
a.e sanssi 4111n03s pue uonoalold elep Afewlalu] a0y AILINDSS Lo BULIOJU] 3] YA PISSNOSIP UIY] SEm LONEWLIOUL SIY] J0 agel01S 'sysi1 Adealld Juasaad os[e
1EY] suonounj snpowt 21 unioddns 10] paiois aq p[noys UonkeuLIojul aleAlld /[etiosiad yalym pallIuapl sARL aam Wea] USIsap askeyelep a1y 1im Ia1s80] vN.L

'passasoid ag [[1a 31 MOI] PUE BIED 1EUM JO 3IEME A[[N] SUTag UOILULIOJUT SIY] 03 SS90k apiaoid A[BUIMOL] Pnom oym Iasn 2] Aq paplaoid s1iuasuos
WLIOJUl JEY] 21NSUd 01 Wea] [eF3[ 2yl wod) 10adxa am yons sy -aseyd uonensidal-aad syl 1e J3][24E0 31 Woy ul paplaoid sI aweuassn elpaw [e12os ay ], |[S14

"PANSUO2 Aq [[IM H(] PUE WEA] UofeUuIpJa-07) 12alodd a1 ‘A[[EU121xH Weal ALIndas J1aqAd §y S11aaa
pue 1951jj0 11195 UONBULIOJUT SV S119A8 A pajpuel] sI paIcis SI I3[[dABT) 91} Jo PI023T SLI1BIIOIY S STy UT 3SEQEIED 313 Jo A1118a1u1 pue AInosas oyl (LI

ST STY1 JO 99NPaT 8INSUI 0] UM E] USa( SABL] SSINSEAW 1] YDIMm U0 Paseq ‘SYSLT AdeALId o1} paTILISPI SAEL am SIUPNE 31 JO 1[NS3T B SY "'UONIELLIOJUI SANISLISS
joU ‘uonjewrIojul ajeArid st aye[diis) s1IleLlIolg S JBL} PSULIJUOS pUE SANLIOYINE AHOBALId [eUOTIEU 9011} AY PalIpne Usaq SEL] WalsAs UleA uijed o1, 'SIS[[OAEI)
noqe |]d Aue urejuos 1ou |[1m aseqelep utaa ured syl agojadar ], -s1e[dua) uisa wed ayy 01 ] Lasn [aDLIapaogl 3yl syul] walsss upa wied sy, :(urea urjed) 019

‘snpoul 3yl Aq pa.03s S1.13]]24AE0) B] IN0CE UCHEWLIOJU] [euos.tad 2AlISUSS
Iayyisu syealid ou asuay 'ssazoad Surypieit yjuradisSury sy Jo Jnsal a1f) ST aseqelep [IDIapiogl oLy Ul pa1ols UONEWIOIUT AJUo alf} Apyualiny :(syuridiagduny) o1d

‘pasnpal aJe SYSIT asall ey
SuLmsua 'saunseaw [euonesiuegio pue [esiuda1 aerdotdde yuawspdun o1 sn Burmolje ‘sysit Loeand a1 pagnuapl aaey am ss3304d UONENSUOI S1UT JO 1[NSI B Sy

"PINSUOS 30 OS[E UED SA[Spede pue s11adxs LAnsnpul 'suonesiuesio AeloApe ‘sanLioine £101en8a.1 ‘Uonensuod |euraxs supleday
JUAWNIOP Y[ (] MaU & Ul NS |]im S11 ‘Tuiod Su1Sso.d 1a3p.Loq 3yl 18 Jauueds JUIWnIop a1 pue aseqerep 11J1apI0g1 341 Woj SaARI3L 1 yy(J 181 e1ep jeuos.tad
91} 0} NP “TABMOY “1821]J0 A1INIDS UOIIBULIOJUT 31} YIm 19139801 puk sBunssul 1olord [ea1Uyds) [EUISIUT YSNoIL) PaLiIed ag [[IM SUOHE)[NSU0S [BUIIIUT 31NN,

"paynsuod aq [[Im 4T pue
Wiea1 uoreulpao-o7) 19aload ayl "A[[ewlalxy ‘STOZ: T00LZ 051 24l Aq 195 se saanpadoad pue saiod a1 yirm SuiA[dwod L1s1jo ALMDdas uonewLojul a1 Aq pajpuey

Xy,
E ELOU_HN_Q 2.[eM]] 05 [[JJ2p.00d1 3] JO UOIS.[eA 1Sl T+ WW\Q_N_‘MM
.}.\L




Sl

"pPa1Msu0d

aq os[e Uuea ‘S| yim sajesadoos PIYm pIend Iapioq Ysi[od a3 UonE}nsUo) [EUIsIXa Suipreday 's8unaat 1afoad [ea1ugaa) Yy3Snodiy) pariies ag [[Im SUCIE)NSUOD
reuasu] ‘Buranidea/Bur)ius 19yo0ed wody 199104d 01 I2pao Ul ‘SWSIUEIIL UOISSIWSUEL] B]EP §S3]a.01M 2.IN22s 3JeBMSaAUl [[Im WED] §Y| UM 3[qeldod PUue vinn

"paonpal 3. sySL1 353Y] 1el[]
SuLmsus ‘saInseaul [euonesiuEdio pue [ealuysl slelidordde juatusdur o3 sn Suimof[e 'sys11 Adeatrd a1 payniuapl aey am ssaooid UONENSUIOD SIY1 JO INSS E SY

"Pa1[MSU0d 3q OS[E UED SOIUAPEIE pue s1iadxa A1snpur ‘'suonesiue 3o £2BD04ApE ‘SSNLIOYINE £101B|NF3 ‘U EINSUOD [EUIAIXS
Suipre8ay uaWInIop Y[dd MaU E UT I[NSSI [[IM SI} ‘Sanss] AJLInaas pue Asealrd o1 suord aje yaigm Jo 1SoW 'S9IIN0S UAISJIP WOI] SUTWCI SIZSEIep WaIjIp
a[puey [|Im (][, 32U1§ [a21Jo A111NI35 UOMELLIOJUL 311 Y11 12113801 pue sBunasw 12a(oad [e21uy2a1 [ewaaiul YSnoayl parLies aq [|IM SUOIIET|NSU0D [BUISIUL 21NN,

Xy,
. .. . . . _ mwcm@m
E Ehobm_nm_mgta_Du.ﬁmt_om_mﬁhozo_w_gumtm:5 A\_//




91
eindai o1 s8etiep ‘suite]d Jo sanjevad [EBa] ‘s1s00 parelsosse pue 1afoid a1 Jo aanjre] ‘ardiexa 10 ;
(vdd) 10v uonoalold eleq a4l JO yoeaaq 4

113 9J1] 1eALId 01uT UOISNIUL ‘AWAUCUE Jo SSO ‘Biep [eUosIad J1a(1 Jo aSNISA0 JO asnSIW ‘B[dLIexa 10] g,
ST A1 O 3S1I SAAIE JBYM 4

s1gnd 211 J0 SIS[[AEI) JO ISNI1 JO SSO[ ‘U

({ousiedsuens jo o[ 'sanIANIOE BULIO}IUOL L[S1

'sys13 dsuerdwios paeRI vdd 213 Anuapt nok d[ay] 01 pasn aq ued satpy J93der]) 'sysi1 ayerodios puk ssuer[duios pajerrosse sy} pue sysiI Axearrd £33 a1y Anuspl

sysII pajefal pue Aaralrd afy AJrpuapy :aa1y) daig

RO

uioe[d aremyjos [D1ap.Iogl 31 JO U0ISIaA 1S T+ x\mn /m

71N




a8ewep J0 UDDNIISAP 'SSO]
[ewrspiase  ‘Buisssooad  [nImeUNn
10 pasuroyneun 1suiese pajoajord
swiield 10 sanjeuad [e8a7 T ynm aouerdwos-uop | jou aie elep [euosiad sjenplalpu|

1SNIISIU Buissadoid jo

ongnd oy pes| Aep z | AWND3S, 7€ 1Y ¥dAD .
paiois A[anaas
jou elep [eUo0siad T0-LVvVd

— =

NG
uLiojie[d alemyos [D1ap.Logl aY) JO UOISIaA 1S T #d ¥304@a

7N




8l

A11INJ3s
JO [9A9] E alnsus 0]
sainsealll  [eUONESIUE3IO

pue [eauynd) a1endoadde
Sunuswadwi 10j S350
PAIBIDOSSE  UAASAIOU F

Ayaogne L1osiatsdns a3
£q uonoues o1 pea[ Lepy ‘¢

JSTLI]S1ELL
ABW 7

swire 1o sanjeusd [BBa T

aignd 03 pes|

JBuissanoad jo
£1n295,, 7€ 14y ¥4d4aD .

Yy asuerdwos-uon

aSewEp 10 UONINISAP
‘550] Je1uspaoe ‘Burssacoud
[njsmeun 10 pasLoIneun
1surefe pajdazoad jou s1 aMmpow
oI} AQ paiois pue paieal e(

paIoys A[aIndas 10U
(sBo] 1usas pue sarejdwm
sImaLoly  UALI[OIUd  JO
nsad .—r—ﬁ_”—m_u_”—:u:u:—u. a4l Jo
[nsa1) wonewIolu] [o-01g

(w124 wied) org

1SNISIW
aqgqnd o1 pes] Aew g
Ayaogne L1osiatsdns a3

Agq uonoues o1 pea| Aey T

Je1ep jeuosaad Jo Burssasoad
01 3uneas ss[duriy,,

-E(1)suyudan e

y1nm aouerdod-uon

papaau ey} elep
[euosiad alow aleys sjenplaipuj

payads sasodand ayy
10] Papaau ueyl UOIEWLIO)U]
alow Jo uonass[[o) €0-Lvvd

1SnasI
Aep g

swiield 10 sarjeuad [e8a7 T

amgnd 01 pes|

JB1ep [euosaad jo suissasoad
01 3uneal ss[duriy,,

-B)T)suyHdan e

ynm aouerdwod-uon

pa.101s A[31ndas
JjoU  ‘aleinddeul  ‘pIlepino  ale
elep [euos.tad 1eY] Y511 pasealou]

pauteyqo ssodind a1y J0]
Alessaoau uey] sa8uo] 1day
elep [ellosIad Zo-LVvd

A11INJ3s
JO [9A9] E alnsus 0]
sainseslll  [eUONESIUE3IO

pue [esiuyssy serrdoidde
Sunuawajdwil JI0j 'S1S02
pPoIBII0SSE  USSSAIOJU(] “f

Ayaogne L1osiatsdns s}
Aq uonoues o1 pea[ Aey ¢

uioe[d aremyjos D1ap.Iogl 31 JO U0ISIA 1S T+




6l

Anoyne faosiaaadns ayg
Aq UOTIIUES 0] ped] AR '§

1snasiu
oignd 03 pes| ABRW 7

swie[a Jo sanjeusd [BBaT T

JE1Ep [BUOSIad Jo BuIssasoxd

(@) s1vydan e
JBIep [euositad jo Buissasoad

-EB1)suyddan e

1SS
oignd 03 pes| ABRW 7

Ayaogine L1osiatsdns a3
Aq uonoues o1 peay Aey T

JE1ep jeuosiad o Suissanoad

-ENT) s IVYIan e

1snasuu
oignd 01 pes| ABRW 7

swiield 10 sarjeuad [e8a7 T

JE1Ep [BUOSIad Jo Bulssasoad

-B)II)s My ydan e

A11INJ3s
JO [9a9] E alnsus 0]
sainsealll  [eUONESIUESIO
pue [eauyo21 aendoadde
Sunuawadwi 10j S350
P21BID0SSE  UIISAIOJU) F

Ayaogne L1osiatsdns a3
Aq uonoues o1 pea| Aey ¢

1SS
olgnd 03 pes| ABRW 7

swie 1o sanjeusd [BBaT T

A1mses, Z¢ 1Y 9dan .

01 3une[ai ss[duriy,,
01 Sune[aa sadouLiy,, M M op 03 ptiaadl
am 1BYM pue elep |euossad
Buluierqo 10§ SUOSEdL
s douerdios-uoN das1 uorpun,] | o243 ynoge uado 10N Z0-ISTH
01 3une[as ss[duriy,,
paynads sasodand aya
papssu Ueyl Blep | 10] papasll UBY] UONEULIOJUT
Y1 asuerdwos-uop | [euostad alfow aleys s[enplalpu] | afow Jo uondafod To-1514 ISTq
01 3uneas ss[duriy,,
pa101s A[@Inaas pauteiqo asodind
JoU  ‘3IEINIDEUL  ‘PIIEPING  BIE | 3] .10J A1ESSIIAU UBL] LAZUO]
ynm asuerndwos-uop | elep jeuostad 1eyl ysil paseadou] | 1day e1ep [Buosidd ZO-LWA
Suissasoad 10 aBeEWED .10 UOIDN1IS3P 'S50]
v } [eluspraoe  ‘Suissadoid  [njmeUN
10 pasioyineun 1sutege pajoatold paaols A]2Inoas
s doueldiios-uoN | 10U ale eiep [euosiad s[enpialpu] | you eiep [euosiad TO-LIWJ LI
, Xl
uL1o)ye[d a.0eam1)0S 1137.12p.L0g1 B JO UOIS.I2A IS T ¥3qyga
E 13€] 105 [13D42p.L0g1 911 41T%d 7N




0¢

pPIY oI} Moqe paliiojul
aq os[e p[noys s[enpIAlpul
a|Iym pauLIojuuL aq
pinoys sanded payl sosuis
‘sanaed pangy ul pasopsip
oIt elep [euostad oses
ur 's1S0d  UOrEIUNLIWND
uassalojuf e

1SS
oignd 03 pes| ARl 7

swie 1o sanjeusd [BBa T

AoeInaoy,

-P)T) s 1vddan e
LUOMEDIIDL

0131y, 91 WYV YD .

gy asuerdwios-uon

a1a[dwooul 10 aje.ndaeUl
ale ejep [euosiad s[Enplalpu]

eIEp [RUOSTAd 118} 3jepdn
jouued s[enptalpu] 5o-vi.l

1sanbau ssaaoe 122(gns
e qum Suiesp 10] ‘$1S0)
PRIEIDOSSE U3asatojun 72

sune)d o sanjeuad [e8s7 T

Ssaae
JO SR, ST UV D e

Y1 apue[dios-ugn

gurssanosd
a1 Jo SsauInNJme] a1} AJIIaA Ued
Iaylau aleme 10U AlE S|ENPLAIpU|

UoIIEULIOJUL
Aaeyuswia[ddns Iayio pue
elep [euos.ad 113y ssadoe

10UlE) S[ENPIAPU] $0-VN.L

1snasiu
oignd 03 pes| ABRW 7

swired 1o sanjeusd [BBa T

183308107 aq 03 S11
91, SE UMoUuY OS[E ‘, 3.INSEL3
01BN, LT WY dddD o

gy asuerdwios-uon

1USSLOD
T8} MEIPIHIM JOUUES S[ENPIAIPU]

uonedndde aajj2aea ay
Aq paytoddnsiou s 31 aours
2S00 191} MEIPUYHM

10ULED S[ENPIAIPU] £0-VN.L

1SS
ollgnd 03 pes| ABRW 7

swire 1o sanjeusd [BBa T

Jusnoslo] ag 03 YSLI
3([1, & UMOUY OS[E * INSELD
01BN, LT WY dddD o

gy asuerdwios-uon

1USSLOD
T8} MEIPIHIM JOUUES S[ENPIAIPU]

aonou Aseartd /uLio)
JUISU0I 9L} PEaI/SS300E

10ULED S[ENPIAIPU] Z0-VN.L

Ayrogne L1osiatsdns a3
Aq uonoues o1 pea| Aey ¢

1SS
olgnd 03 pes| ABRW 7

:u_.um.—n_.O

01431y, TZ 1V YdaD .
Ssa0oe

Jo W8y, - ST MY ¥dao .
JBIep [euostad jo Buissasoad
01 Sune[aa sadpuriy,,

- §HYV Y4dD .

poassasold
pue ps133]j00 Sulaq SI ElEp LBY]

acnou Aoeartd /urao)
JUISU0I 9L} PEaI/SS300E

swirepd 10 sanjeuad [e3a7 'T s 2ouel[dIIOd-UON | 1BY1 BJBME 10U aJB S[ENPIAIPU] e SEADAIHLTOSHON, VL
uL1o)3e[d 2.0ea1)0S 1137.12p.L0g1 B JO UOIS.I2A IS T ¥3qyga
B el 05 [D8p.0g1 311 ) ATHa RS




swied Jo sanjeusd [BBaT T

Yy asuerdwos-uon

el1ep Jeuostad
uer) 210w 3so[ WS S[EnpIAIpu|

‘ToneIsle ‘ssof
‘UoNHNIISSP 311 01 SUIPED]
yoeaaq £11an235 OT-¥il

‘A1LINJ3S
Jo [eA9] B aInsue 01
Sa23JINSEJLU _m:O_umw_n_mwx_O
pue [esiuyssy errdoidde
Supuawajdwi Joj 'S1S00
PIILID0SSE  UIISAIOJU[] T

fAuoyine Llosiatadns a1
Aq UOTIUES 0] ped] AR 'E

1snasiu
agnd o1 pea) Ael 7

sunepd Jo sanjevad (2837 T

Buissasoid jo
Aunses, 7¢ 1Y 4dan .

Yam uu:m__n—E OD-UON

aBewiep 10 UOTIINIISIP 'SSO|
[ETuapre  ‘Buissanoad  njmepun
Io pasiioyIneun 1sutede payojoad
10U ate elep [euosiad s|enplalpu]

paJois A]aInnas
10U EIED [EU0SIS] 60-VT1.L

1SNISIW
aqnd 01 pea] Ael g

swiield 10 sarjeuad [e8a7 T

Halqo
1S, TZ WY U(AD

y1nm aouerdod-uon

Juonenis aejnoaed
Ial lo S o} Sune[@l spunois,
uo 133lqgo jouued spenplalpu|

sasod.and

SDISIIE]S PUE ([J1E353.
[e3130381Y /o1IIUa1as

10] Buissasoad 01 103[qo
jouued s[EnpIAIpU] 80-VM.L

SLUSIUBL23W
1odxa  elep  [euostad
Sunuswadwi I10j S350
PIILIDOSSE  UIISAIOJU[] 7

swie 1o sanjeusd [BBa T

Alqeiod eyep
0181y, 02 "WV ddaD .

gy asuerdwios-uon

LI310UE 0] JUIWLOIIAUD [] AUO
wolj Afisea eyep [euosiad 181y
IaJsueny o Ados ‘saot .
'SIIIATIS

1ua13)J1p sso.loe sasodand

MO 11941 .L0] E1Ep Jeuostad
11243 8snal pue uieyqo .

:jounes S[ENpIAIpU]

urioj
3|qEpPED1-3UIY2EW PUE Pasn
A[UOWIWO3 ‘PaINIINAS B

ul e1ep jeuos.tad Qi) ureiqo

10ULED S[ENPIAIPU] LO-V.L

a|qeoidde 10N

puey 1e yse1
a1y wiojiad oy palinbai alke Byep
[euosiad aouis ajqedrdde jop

ElEp Jeuos.ad
ey} Buissasoad sy} ssaxddns
10 30O]q 1oUuUBD  S|enplalpu]

suissasoad
elep [euos.tad 10111534
10UUED S[ENPIAIPUT 90-¥1.L

‘paso[asip uaaqg sey
glep a1 woym o1 sanded

uioe[d aremyjos D1ap.Iogl 31 JO U0ISIA 1S T+




[44

JSNJISILU
olgnd 01 ped] ABW € e1ep |euossad
Anioyine Axosialadns s .2u1ssa20.14 JO 03 SSE0OE 10 3O SINSO[ISIp
Aq UONOUES 01 pea] Aely 'z | A1IND9S, Z¢ LIV HddD . pastioqaneun 3 01 Suipes]
: ’ " elep jeuostad | psniwsuell A[@jes jou elep nun
suwirep Jo sanjeuad [E8aT T s doueldiios-UuoN | UeL) 210w 3so] WSIW SEenpialpu] | Ia[[2aeIl T0 - Nd vNog | 2[qeriod pue vnngd
Ayaogine L1osiatsdns a3
Aq uonaues o1 peay Aew g Jeep jeuosaad Jo Buissasoad
1SNISI 01 3uneal ss[duriy,, 11 111 Op 01 pudIul
aqnd o1 pes) Lew z | -(a°®)(1)S 1Y ¥4AD . am Jeym pue elep jeuossad
swiield 1o sarjeuad [e8a7 T ynm aouerdwos-uon daa.o uonouny BUILIEIGO 10f SUOSED.
; : R ; ; ay13inoqe uado 10N £I-VN.L
1snnst | eiep [euosiad Jo Buissasoad
aognd 01 pes) Aely 7 01 guniepaa sa(durly,,
Aoyine Liosialadns o - (®){1) § 14V ¥dad * papaau uel] e1Ep payads sasodnd ayy
Ag UONDUES 01 pea] Aely ‘T s aoueldios-uon | [euosiad alolll alelys S[ENPIAIPU] 103 papastl UE uonetiIogul
: : : T 2J10LU JO U030 ZT-Vi.l
JE1Ep [BUOSIad Jo Bulssasoxd
01 une[aa sadpuLy,,
eiep [euosiad _ (3)(1) € 1Y 44dD . pal101s A[@Inaas Sure1q0 ssodand au
Aue 10 sisanbau ssaooe o 10U '2]EINDDEUL  'PIIEPING  AdE patiing 4
Sutpuodsal ur Anoyng 1 s asueldiios-uoN | elep [euosiad e ySII paseaIdu] 10§ AlESS333U LBy} 198U
. . . . . . 1doy elep [euosiad TT-YNLL
JE1ep euosaad Jo suissatoad
01 3uneal ss[duriy,,
- s 1y ydan e
JJoalgns eyep
211 01 yde2.1q Blep [Buostad
E JO UOTedIUNLULInT,,
£ MY 4ddd .
siand 01 bEs ”_MMH_m__”: JAaoyme Alosiatadns
4 vopel W e ay1 01 YoE3.1q EIEP
Ayaogne L1osiatsdns a3 [euosiad e Jo UOTIEIIIION,, BIEp [BUOSIA ‘0) $S930E JO
Aq uonoues 01 pea[ Aejy ‘g £€ WV dddan . 'JO 3INSO|2S1P PAsLIcINEUN
, Xinly,
wao)ie[d aaemyjos DdapLogl Ul JO UQISIBA 1S T ¥3qydg
E 13€] JO5 ] P Ui 7N




£e

‘(swi21s4s 10) Bunsal AQrnoas
21mnyJ 10 ss3ueping mau Jo uonanpoid sy §9) A1essasou aq pnom oI sds1s aIning Aue pue ‘SySLI 91} 83nNPal 01 83[E1 P[nod Nok STONIE Y1 aqLIISa(]

suonnjos Aaearrd {ypuapl :1nojy dajg

ALoyine Liosiatadns s
Aq Uonoues 01 pes Al ‘€

1SS
oignd 03 pes| ABRW 7

swire 1o sanjeusd [BBa T

JBIep [euositad jo Buissasoad

01 une[aa sa[dpuLl,,

-(ae)1) s1vddan e

Yy asuerdwios-uon

daa1n uonounyg

1181018
01 PUIIUL am 1 10 3I[M pUE
31 [ALM Op 01 PUSIUL 9 1B
pue ejep [puosiad Buluieygo
I0J suoseal 3yl Inoge

uado JoN €0 - Nd vnod

1SS
oignd o0y pes| ABR 7

swie 1o sanjeusd [BBa T

JBIep [euostad jo Buissasoad

01 Sune[aa sadpuriy,,
-(®)(1)suvydan e

Yy asuerdwos-uon

pa103s A[a1n30s
10U ‘9lEINODEUl  ‘PIIEPINO  BlE
eiep [euosiad jet]y ysII pasealdu]

pauteyqo ssodind a1y 10]
Alessadau uey] Jaguo] 1day
Elep [eUOSIad 20 - Nd ¥NOd

Xndy,

uioe[d aremyjos D1ap.Iogl 31 JO U0ISIaA 1S T+ w\_mam@m

7'




[[Im  sainseall AILINJSS pue
uondatoad ejep aendosdde
- snevonlodoid pue juerduos
‘pagasnl s pedun  jeury

pasnpay

syuawralinbar Asearrd eyep yiim Suoe Buissasoad
Blep pue aBelols ‘A11INJas JUBAJRI §133l BRI AJNIINISEIUL |

T0-LYVQa

uioe[d aremy)os LDIapIegl Y] JO U0IS.I3A1SAI] T F(

NG
¥y3aquga

7N




§C

‘pIRp [RUOSIAd
Jo afewep 10 uonINISIP
‘sso|  [Eyusplaoe  ‘Buissasold
[NJMEJUN 10 P3SLIOYINEUN
1suIese plen3ajes
[[M  saanseaw LUNDas  pue
uonaalord eep aiendoidde
- sjeuontodoad pue juerdwos

sjuawasmbar oeanad mep (iam Suoje Suissaaoad

‘pagusn]  s1 1oedun  jeury pasnpay | e1ep pue afeiols ‘A11IN23s JUEBAI[DL S193W 1BY] DInonaseyul 1] T0-LWA
‘s1euoniodoad pue juendutod siuawadinbaa Leard erep yiim Suoje Suissasoad
‘permsn(  s1 yedwr  [eur paonpay | elep pue a8el101s ‘AJLINDaS JUBAS[3I S)I3W 1BY] 2INPNISEIUT 1] 10-019d
asreuontodold pue wuerduos ‘po1oBIIXS 9q 01
‘pagasnl  s1 joedun  jeury paleultul]q | Su108 SIUOMELLLIOJUI JUILINIOP I3][3AB1] A1essadau A|aqnjosqe ayl A[uQ €o-LYVva
suonesi[qo uonewIojul 1810 [p) pue poliad UonUaIl
ajqesrdde ayy jo uvonendxa ayy Js1ye pawojiad aq o1 suonoe (2)
‘s.1012€] 1310 1o Suissaaoad Jo asodand a3 ‘passadodd erep Jo ad4 aa
uo paseq spoliad uonua)2I1 S[qElEA (() ‘Paiols sI Eep [erosiad alaym
Jjo uonezo] (e) :Burpnpur ‘pagnuapt ag s Adrod uonuaial elep
e Bunuawa[dwr uagsm J9pIsuos pnoys WnIpIosuos a1} 181 Sanssi 43y
‘yevoniodoid pue juerduos K31jod Honuslal
‘pagusnl  s1 1oedun  jeury paleunul]q | elep ayl ssnou Aeattd/ULIo] JUSSUOD DI UL IpN[IUL [[IM WNLOSUOT) 20-LYva
"erep jeuos.tad
jo 98ewep Jo UONONIISIpP
‘sso[ [Bluapoe  ‘Buissacodd
[Njme[Un  Jo  pasLIonEuUn
1SulEse pIengajes
, Xy,
wao)ie[d aaemyjos DdapLogl Ul JO UQISIBA 1S T+ ¥3qydg
E 13€] JO5 ] P Ui 7N




9¢

-areuonaodoad pue - Jussuod
JI3Y] MEIPUIIM 0] MOL dIemE

ate sEenprapul - juerduiod “JUASU0D 113
‘paynsn[ st edwr  [eurq paleunui[y MEIPUILM UBD S[ENPIAIPUI UB MOL 3181S A[IDI[dXa [[Im WLio) 1Uasuo) Z0-¥n.L
‘ajeuorpiodosd
pue - Aot Lreand (saBed 1511 311 A[UO 10U pUE WG JUASUOD 3]0
/wioy uasuod Ayl ssAmk 31 UAMOP Pa[[0IIs SEI] 3 SSa[UN ANUNUIOI PUE X0Og 1UISU0I 3 Y3
ued sfenpralpul - juerdurod 01 3[qE 9 I0U [[IaM I8N 3] '2'T) 1 puTy AJIska ULy A1) a.1am 31 Sune(d
‘pagisn[ st 1oedun  jeuld paleunuyg Aq aonjou Axearad /untof Juasuod ayy peal A3yl 161} 3.ns SHEW [1M Ipn T0-¥N.L
"paleaipul aq osje s1s103lqns e1ep ayl jo s)ysL
syevontodold pue wwendwos 911 "paIEaIpUl ATIea]d ST pasiin /passasold aq 01 SUT03 ale A3y Moy
‘pagasnl  s1 joedun  jeur pajeuufA pue e1ep [euostad a1 SulUEIqO [0] SUOSEAI B[] ‘LI0) TUIASLOD 3] U] Z0-1514
‘yevoniodoid pue juerduos ‘po1oBIIXS 9q 01
‘pagasnl  s1 joedun  jeury paleunui[y U108 SI UQMELLLIOJU JUILINIOP J3]]3Ae1] A1essadau A|aqnjosqe ayl A[uQ 10-1S14
suonesijqo uonewWIojul 1830 (p) pue poliad Uonualal
aiqesrdde ayy Jjo uoneadxa ayy 121y pauniopiad aq o1 suonde ()
‘s.1012€] 13310 1o Suissaaoad Jo asodand a3 ‘passadoad erep Jo ad4 an
uoc paseq spotlad uonuaiat apqeLiea (q) ‘pa.Lols st eiep jeucs.iad alaym
jo uonedo[ (&) :Buwpnpul ‘paynuapl aq [ Adrod uonusisd elep
e Bunuatuafdul usym [apISUOD PINOLS WNILIOSUCD Y] JEY] SANsSs] A3y
‘31eucnaodoud pue juerduwos -Ao1jod uonualad
‘paynsnl st yedwr  [eurd paieut(q | eiep arjy o100 Adeantd /urio} 1WasUod Yl UL apnUT [[IM WNI0SUO) Z0-LInd
, Xndy,
uLiojie[d aremljos DLap.Logl Y3 JO U0ISIaA 1S T Fd ¥30489
E Jie| JOS | p ey 7N




LT

A[9Y1] 39 p[noMm 1.l ABsm B Ul
passanoad 10u s e1E( .
s[enplalpur Je[nonJied

01 10adsaul (1M SUOISIIAP

1o saanseaw Joddns

‘sasodnd yareasas
o] pa1af[oa aie elep [euosiad 11 91B1S AQDI[AXa [[IM UIT0] 1UASUO)

‘sasod.nd Surayoae/[ecnsiels/aaeasa. 10) passaosoad
SI EYBp alaym suoneSijqo ssaipy wol] s1eF0Iap UE) S31e1S ISquId[y

0] passanoad 1,us1 E1B(] .
:90u1s
‘syeuoniodord pue juerdaios ‘ByEp [eUosiad 1121y Jo Buissasoid
‘pagusn( st edun  jeury pajeuu[A A 01 uone|as ul SIYSL sAeY S193(qNs LIEP (|8 1EY] SAINSUD ¥ (1D AY 1, 80-VN.1
“JBLLLIOY ASD Ul BIRp JRU0SIad
1211 ulelqe ued  sjenplalpul
- a1euonsodoad pue juerduios (As2> @[] WJIoJ 3]qEPEA] AUIYIEL PUE PASh A[UOLWILUOD ‘PAINIINIIS B
‘pagisnl st 1oedun  jeuld painpay Ul p21JEIIXa 3 [[1M SSEqEIEP |11019PL0g1 3] Ul Pa.1o1s UCHIBULIOJUL [[Y LO-VN.L
‘9jeuoljrodold pue
- elep Jeuosiad arayy s1epdn
ued sfenprapul - juendwod ‘waly} sepdn 0y a[qe aq [[Im pue uoneslddy 1asp 1a[[aaeI],
‘pagisnl st 1oedun  jeurd pajeunuifA 3yl ysnoayy ejep jeuosiad I1311 0] SSIIOE IAEY [[IM II[[DARL) Y], S0-YN.L
‘9jeuontodold pue
- B3ep [pUOSIBd 1131 SS30OE "SIB[[3AEL] 3] O] 3|E[IEAE 3q OS|E [[IM uoneuLiojur A1eyuawajddns
ued  S[EnpIApul - juerjduros Ia10 ‘wayl Ajipowt 01 S[qe aq [[Is pue uonesijddy Jas Ia[[@aeI]
‘paunsn{ st pedwn  [eur] paleut g a1y ySnoirp ejep [euosiad I8y 01 SSAIZE dARI [[Im Id[[3ART) 1L FO-VNLL
‘sjuauodwod /sasALas I3]0
‘ajeuonodoud wolj/Aq pasn saskeqelep Suipnpul ‘aseqejep [HDIaplogl sy} wodj
pUEB - JUSSLIO) II3I[) MEIPIIIM PAAOWIAL 3 []LM [enplalpul AY1dads ayl 10) pa.rols e1ep |je A[jeuonippy
uBs  S[ENpIAlpUl - juerduios ‘awiy £ue
‘paunsn{ st edwn  [eur] paleutg 1B 1I3SU02 II81]) 930A31 01 S[(. 8JE SIAsh 51 1e1]) 8INS a3[BUI [[IM A £0-VN.L
, Xndy,
uL1o)ye[d 2.0eam1)0S 1137.12p.L0g1 B JO UOIS.I2A IS T ¥3qyga
E Jie| J05 |13)49p.L0g1 83 41+d 7N




8¢

asreuontodold pue erduos
‘pagasnl st 1edun ey

pateutn g

‘pasA[eue A[y3nolorf st pasijin/passasoiad aq o1 Surod aie Lol mo
PUE E1ED _—..w:.um(_vnm a1 w_r:.:_mun—.u 10] SUOSEQS 2] .Ex_.uh JUISU0OD 3] U]

ET-VI.L

ayeuontodold pue uerduos
‘pagasnl  s1 1oedun  jeury

paleunulq

"9SE(EIRD [11018plogl 8}
01 paiols aq [[Im pIend 1epioq a3 1o syusuodwion 1ay1o £q pasnh aq 01
Burog aJge yanm uoneuLIojul 13j[aAel] A1ESS32aU A[21n]osqe ayl A[uQ

CT1-VIll

‘gyevoniodoid pue juerduios
‘pagasnl  s1 1oedun  jeury

pateunu

suonesi[qo uonewWIojul 1830 (p) pue poliad Uonualal
arqeandde sy jo uoneldidxs sy Jaye pauniopiad aq 01 suonoe [2)
‘sioyoe) 1810 Jo Suissanoid Jo asodind a3 ‘passasoid eiep Jo adAy ayy
uo paseq sporiad uonualaa a[qelrea (q) ‘paaois st elep jeuostad asaygm
Jjo uoneso[ (k] :Surpnpul ‘pegnuspl aq [[Im Alod Uonualal eEp
B Funuawa)dwi uaym Japisuan pnoys WnIosund ay) 18yl Sansst A3y

*K31jod Honusyal
E1Ep 3y 2o110uU AJeALId/ULI0) TUSSUOD Y] UL IPN[IUl [[1M WNI1I0SUOT)

TT-¥Ill

"S[ENPIALPUL AJ1IOU UED M
S8LJBalq Elep 1Noge paynou
SI WNRIOSUo) ayy se Suoj se
- seuvontodoid pue juerduwos
‘pagasnl  s1 joedun  jeury

paonpay

‘d[ay pinotys Iapiaoad 951A1as pnos Yum ys 183D Y

‘301 oea1q a1 Jo s[1e1ap apiaoid pue
YoEa.1q EIEP SY1 IN0QE WNRI0SU0D 3yl Wiojul pnoys Japiaald pnoja
pavas a1 (Y0dd) £00z suonenday (8An2a11(] D9 ) SUONMEIUNWIWOY)
JIoaId9[4  pue Adealld Syl Jo g uonemdal 01 Juiploddy

OT-VI.lL

“e1Ep Jeuostad
Jo aBewep Jo UORONISIp
‘sso[ [Bluapoe  ‘Buissacodd
[NIME[UN  Jo  pasLIOInEun
1Sulese pIengajes
[[Im  sainseswr AJINJas pue
uonppazoad ejep ajeudoudde
- 21euondodoad pue juerduwos
‘paynsn( st yoedwl  [eury

paonpay

sjuawanbal Aoearad
elep ym Suole Buissasord pjep pue afel03s A1Insses jueAs[al ay)
199w Aj21enbape [[Im JBU] UONN[OS PasEq-PNo[d 1snqod pue 3[qe[ess

‘saLqisuodsal pue sjusuua.inbal
AInass jualsjjip s3ullq [epowl (oks se [(gees 1o geed ‘geef)
S|2POW 2014138 TUALSYLP 311 0] USALS 3 1SN UOIIUINY '54SD N0 WOl
suoneldadxs Jnsieal 195 pue ‘sunnduiod pnojs Yiim pajerosse sysL
pue syjatiaq A111n3as [erusjod Jo SUIPUBISISPUN B3I B SABY 1SNTU SAA

60-YN.L

'S[ENPIAIPUL 0} SSAIISIP Jo
afewep [e1IUBISONS 3SNED 0]

uioe[d aremyjos D1ap.Iogl 31 JO U0ISIA 1S T+




67

21euonaodold pue juerduiod
‘parasn(  s1 joedwr  [eury

pareurIy

‘pasA[eue A[ySno.goyl si pasinn/passaooad aq 01 Sul108 ade A3y moy
pue eiep [euosiad a1y SuIUTEIqO 10] SUOSEAT S ‘LLI0] 1USSU0D 81 U]

£0-nNdvnodd

asreuontodold pue erduos
‘pagasnl st 1pedun  jeur

paleunulq

‘(o189 LW "1.¥v{) sanpouu
1UBAS[2T 01 papiesilo] a1 RIED 9SO1[) SE U0OS Sk paskls pue ‘arnpasoid

[01Uod 1apLoq a1 Sulinp A[jedo[ passasodd aq [ B1EP 13][2ARI 31,

¢0-Nd vnod

ayeuontodold pue uerduos
‘paynsnl st 1edun  jeurq

patTeun]g

‘(19Buoj
10) sAsy 39 960F UMM ¥SH '9¢z-S5AV swygpiode AydeiSoydLin
paepuels-Ansnpul SUIsS[) ‘SI9A13S SUOLEIS D] |EI0[ YoE3 12A3U pue
apIs s, 1asn s} Ik Akys sy vondAus [padL1dusun 19AI19S 31]) 0] pUas
3q [[Im BIEP OU :3PIS JUSL[D 3Y) U0 3Uap 2 |[Im uondArua pus-o1-pug

10 -01d ¥N124

uioe[d aremyjos D1ap.Iogl 31 JO U0ISIaA 1S T+




Niz
RDEIR D4.1 First version of the iBorderCtrl software platform
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Step five: Sign off and record the DPIA outcomes

Wheo has approved the privacy risks involved in the project? What solutions need to be implemented?




DAAT-01

Include redundancy and diversity within the network, to safeguard against
“accidental loss or destruction of, or damage to, personal data”.

Protection of object storage using LUKS, the standard for Linux hard disk
encryption.

Appropriate protection policies, describing how, when and where personal data
will be processed. Protection policies should be consistent throughout the
lifecycle?! of the data and should only change when explicitly and
authoritatively requested. If the sensitivity of the data changes during the
lifecycle, mechanisms should allow for the protection level to adapt accordingly,
without any gaps in the protection enforcement during these policy changes.
ldeally the data should also be used in its encrypted form, using techniques such
as ‘homomorphic encryption’.

We should avoid:

. Web server with directory browsing enabled, since the entire
contents can be indexed within minutes and therefore its contents made
available.

. Using a unique URL parameter as part of a dynamic website without
any additional access controls (such as log in), since editing the URL
manually can make personal data accessible to others.

. Easily-guessable directory names that don’t have specific access
restrictions.

Instead we should:

. Set up an isolated network or use internal firewall policies, if
applications need to process particularly sensitive information.
. Ensure web servers are exposing only the intended content.

Solution approved by

the Information
Security Officer and
the development

team manager of ED,
LUH and the Project
Coordination Team

21 Includes creation, modification, aggregation, distribution, archive, and destruction




. Provide awareness of personal data and where and how it should be
stored. This can be achieved with good training. To be effective training
should be tailored to different roles in the organization.

DAAT-02 Organisational measures include data retention policy within the consent | Solution approved by
form/privacy notice, taking into consideration: (a) location of where personal | the Information
data is stored, (b} variable retention periods based on the type of data | Security Officer and
processed, the purpose of processing or other factors, (¢) actions to be | the development
performed after the expiration of the applicable retention period and (d) other | team manager of ED,
information obligations. LUH and the Project

Coordination Team

Technical measures include:

. review how long we keep personal data;

. consider the purpose or purposes we hold the information in order to
decide whether (and for how long) to retain it;

. securely delete information that is no longer needed for this purpose
or these purposes; and

. update, archive or securely delete information if it goes out of date

To avoid the problems arising from keeping personal data for too long itis good
practice to regularly review personal data and delete anything no longer
needed. Information that does not need to be accessed regularly, but which still
needs to be retained, should be safely archived or put offline.

If the amount of personal data we hold is:

. more than small, it is good practice to establish standard retention
periods for different categories of information; a system for ensuring that
we follow these retention periods in practice, and for documenting and
reviewing the retention policy is also advisable;

. modest, then we might not need a formal data retention policy;
However, in order to comply with the protection principles we should
conduct a regular audit and check through the records we hold to make sure
that we are not holding onto personal data for too long, or deleting them too
early.

According to?2 appropriate personal data retention period is also likely to
depend on:

. The purpose for which it was obtained and its nature. Since personal
data should be kept for research purposes, then we may keep data
indefinitely as long as it is not used in connection with decisions affecting
particular individuals, or in a way that is likely to cause damage or distress.
Data should be immediately by removed when it is no longer needed for
these purposes.

On the other hand, information with only a short-term value may have to be
deleted within days.

. The surrounding circumstances. If a traveller stops using the service,
we must decide what personal data to retain and what to delete. We may
need to keep some information so that we can confirm that the relationship
existed — and that it has ended - as well as some of its details. For example
contact details might be useful to keep so that we can deal with any
complaints they might make about the provided service.

22 “The Guide to Data Protection, How much do [ need to know about data protection?”, UK Information Commissioner’s
Office, 1 June 2010.



In that sense, we may need to keep personal data so we can defend possible
future legal claims. Unless there is some other reason for keeping it, personal
data should be deleted when such a claim could no longer arise.

At the end of the retention period, the platform will flag data entries for review
or delete them after a pre-determined period, especially useful since many
records of the same type are held.

However, there is a significant difference between permanently deleting a
record and archiving it. [22] Archived data can reduce the risk of misuse or
mistake at the expense of availability. Moreover, archived data must comply
with the data protection principles and be readily accessed by their owner. If it
is deemed necessary to delete data from the platform, it should also be deleted
from any back-up made by the platform.

DAAT-03 We should hold personal data about an individual that is sufficient for the | Solution approved by
purpose we are holding it for in relation to that individual and we should not | the Information
hold more information than needed for that purpose. Security Officer and

the development
team manager of ED,
When it comes to sensitive personal data, we should make sure we maintain | LUH and the Project
only the minimum amount of information needed. Coordination Team
If particular information regarding certain individuals only is needed, we
should collect it ONLY for those individuals, since the information is likely to be
excessive and irrelevant in relation to other people.
We should NOT hold personal data just in case that it might be useful in the
future.
In order to access whether we are holding the right amount of personal data, we
must first be clear about why we are holding and using it. If collected personal
data is not adequate to process the purpose in question, we may collect more
personal data than originally anticipated.
B10-01 Solution will be based on approved solution for DAAT-01. Splution  approved
before by the
Hungarian National
Data Protection
Authority, |
FMT-01 Include redundancy and diversity to safeguard against “accidental loss or | Svlution approved by

destruction of, or damage to, personal data”.

Encryption of the hard disks to avoid possible theft or misused of the personal
information stored.

everis ADS
Information Security
Officer and  the
development  team
manager of everis
ADS, LUH and the
Project Coordination
Team




Ensure web servers are exposing only the intended content and only to the
intended systems within iBorderCtrl systems.

FMT-02

Solution will be based on approved solution for DAAT-02

Sclution approved by
everis ADS
Information Security
Officer and  the
development  team
manager of everis
ADS, LUH and the
Project Coordination
Team

ELSI-01

Solution will be based on approved solution for DAAT-03.

Sclution approved by
the development
team manager of
STREMBLE

ELSL-02

At the consent form, the reasons for obtaining the personal data and how they
are going to be processed/utilised is thoroughly analysed.

Solution approved by
the development
team manager of
STREMBLE

TUA-01

We will make sure that they read the consent form/ privacy notice.

Solution approved by
the Information
Security Officer and
the development
team manager of ED,
LUH and the Project
Coordination Team

TUA-02

Consent form will explicitly state how an individual can withdraw hers/his
consent.

Sulution approved by
the Information
Security Officer and
the development
team manager of ED,
LUH and the Project
Coordination Team

TUA-03

TUA application will allow travellers to revoke their consent at any time.

Additionally all data stored for the specific individual will be handled according
to the consortium data retention policy.

Sclution approved by
the Information
Security Officer of ED,
LUH and the Project
Coordination Team

TUA-04

The traveller will have access to their personal data both through:

. the Traveller User Application;

. commonly used electronic format, in case the request is made
electronically. The copy will be provided free of charge. However, the
consortium can charge a ‘reasonable fee’ when a request is manifestly
unfounded or excessive, particularly if it is repetitive. Consortium might also
decide to charge a reasonable fee to comply with requests for further copies
of the same information;

. remote access to the secure self-service system, thus providing the
individual with direct access to his or her information. However, we should

Sclution approved by
the Information
Security Officer of ED,
LUH and the Project
Coordination Team




ensure that this access does not adversely affect the rights and freedoms of
others.

TUA-05

Regarding keeping data up to date, it depends on what the information is used
for. Since all collected traveller information relies on it remaining current, it
should be kept up to date.

Regarding the reasonable steps taken to ensure accuracy, we might have to get
independent confirmation that the data is accurate. Again this is on a case-by-
case basis and it depends on the nature of the personal data and what it will be
used for.

The traveller will have access to their personal data through the Traveller User
Application and will be able to update them.

Solution approved by
the Information
Security Officer of ED,
LUH and the Project
Coordination Team

TUA-07

All information stored in the iBorderCtrl database can be extracted in a
structured, commonly used and machine readable form (i.e..csv)

Solution approved by
the Information
Security Officer of ED,
LUH and the Project
Coordination Team

TUA-08

Consent form will explicitly state that personal data are collected for research
purposes and that the results of the research don’t identify individuals.

Solution approved by
the Information
Security Officer of ED,
LUH and the Project
Coordination Team

TUA-09

Additionally to the approved solution for DAAT-01 we will:

. identify which security certifications are important to us and insist
from our Cloud Service Provider (CSP) to demonstrate their conformance.
Cloud computing services certification is an important aspect since it
provides assurance that our critical security requirements are being met;

. check the terms of service of the selected C5P to determine if we are
allowed to run security tests (auditing) on the CSP infrastructure, even when
we are only targeting our own machines only. Unfortunately the majority of
providers have taken a security through obscurity approach, meaning that
they don’t tallkk about what security controls they’ve put in place. Even in that
case the CSA Security, Trust and Assurance Registry (STAR] Program can be
used to identify and describe the security they have implemented inside
their environment;

. implement secure APIs. Anonymous access and/or reusable tokens or
passwords, clear-text authentication or transmission of content, inflexible
access controls or improper authorizations, limited monitoring and logging
capabilities 2% will be avoided at all times. Best practices on securing APIs will
be followed including: documentation, parameter validation, explicit threat
detection, rigorous authentication and authorization, protection against the
OWASP top 10 list of common application security flaws, penetration tests
and vulnerability assessments;

. apply security updates and general software updates, using
configuration and patch management and deployment tools;
. secure the hypervisor, the environment, and the VMs. To secure the

hypervisor we should regularly check for new updates and apply them
accordingly. To secure the VMs we should differentiate the traffic coming in
and going out from a VM on the same physical host;

. automate the process of verifying that a large number of security
controls are satisfied for a given system configuration, with the use of

Solution approved by
the Information
Security Officer of ED,
LUH and the Project
Coordination Team

23 “Before yvou move to the cloud”, InfoSec Institute, April 2013




security auditing tools. The auditing tools will highlight deployment
concerns, while the configuration management tools will simplify the
process of changing each system to address the audit concerns;

. set clear expectations for service between us and the service provider,
in a Cloud service agreement (CSA).

TUA-10 Since CSPs take ownership of their environment but not the data placed in their | Solution approved by
environment, it is good practice to contractually bind the CSP from denying | the Information
responsibility if there is a data breach within its environment. At a minimum | Security Officer of ED,
we should; LUH and the Project

. Contractually ensure C5Ps comply with the European Incident Coordination Team

Management guides, as stated here:

https: //www.enisa.europa.eu/activities /cert/support/incident-

management and

. Contractually held CSPs accountahle for incident responsiveness,

including providing specific time frames for restoration of secure services in

the event of an incident.

TUA-11 Same as approved solution for DAAT-02. Sclution approved by

the Information
Security Officer of ED,
LUH and the Project
Coordination Team

TUA-12 Only the absolutely necessary traveller information which are going to be used | Solution approved by
by other components or the border guard will be stored to the iBorderCtr] | the Information
database Security Officer of ED,

LUH and the Project
Coordination Team

TUA-13 At the consent form, the reasons for obtaining the personal data and how they | Sclution approved by

are going to be processed/utilised is thoroughly analysed. the Information
Security Officer of ED,
LUH and the Project
Coordination Team

BGUA PU - | Implementation of data encryption standards and processes of authenticating | Solution approved by

01 and authorizing in the backend of the BGUA used for the purpose of traveller | the development
data transmission. team manager of JAS

BGUA PU - | Implementation of a dataflow procedure that ensures processing of only | Solution approved by

02 essential traveller data and deletion (from the local server) as soon as these data | the development
are forwarded to relevant modules (DAAT, FMT, BIO). team manager of JAS

BGUA PU - | At the consent form, reasons for obtaining the personal data and how they are | Solution approved by

03 going to be processed/utilised is thoroughly analysed. the development

team manager of JAS

Step six: Integrate the DPIA outcomes back into the project plan

Who is responsible for integrating the DPIA outcomes back into the project plan and updating any project management
paperwork? Who is responsible for implementing the solutions that have been approved? Who is the contact for any
privacy concerns that may arise in the future?










DAAT-01 Include redundancy and diversity | August 2018 Project coordination team | Information
within the network to liaise with integrator security officer
Protection of object storage using | August 2018 Project coordination team | Development
LUKS to liaise with development | team manager
team
Define appropriate protection | August 2018 Project coordination team | Development
policies together with LUH to liaise | team manager
with development team
DAAT-02 Formal data retention policy | August2018 Project coordination team | Project
within the consent form/privacy together with LUH coordination
notice team
Review how long we keep | August2018 Project coordination team | Project
personal data with LUH to liaise with | coordination
development team team
Consider the purpose or purposes | August 2018 Project coordination team | Project
we hold the information in order with LUH coordination
to decide whether to retain it team
Securely delete information that | August 2018 Project coordination team | Development
is no longer needed to liaise with development | team manager
team
Update, archive or securely delete | August 2018 Project coordination team | Project
information if it goes out of date to liaise with development | coordination
feam feam
Regularly review personal data | Periodic Project coordination team | Project
and delete anything no longer with LUH to liaise with | coordination
needed development team team
Establish standard retention | August 2018 Project coordination team | Project
periods for different categories of with LUH to liaise with | coordination
information development team team
DAAT-03 Collect the absolutely necessary | August 2018 Project coordination team | Project
traveller document information with LUH to liaise with | coordination
development team team
Do NOT hold personal data justin | August 2018 Project coordination to | Project
case that it might be useful in the liaise with development | coordination
future team team
Be clear about why we are | August2018 Project coordination team | Project
holding and using traveller with LUH coordination
document information team
Bl10-01 Define appropriate protection | August 2018 Project coordination team | Development

policies

together with LUH to liaise
with development team

feam manager




FM'T-01

[nclude redundancy and diversity

Project coordination team

[Information

within the network August 2018 to liaise with integrator security officer
Project coordination team Development
Protection of object storage August 2018 to liaise with development P
team manager
team
FMT-02 Project coordination team | Project
Same action as for DAAT-02 August 2018 together with LUH coordination
team
ELSI-01 Collect the absolutely necessary | August 2018 Project coordination team | Project
traveller information with LUH to liaise with | coordination
development team team
ELSI-02 Consent form to thoroughly | August2018 Project coordination team | Project
analyse the reasons for obtaining with LUH coordination
the personal data and how they team
are going to be processed/utilised
TUA-01 User will not be allowed to select | August 2018 Project coordination team | Project
the consent box unless she/he has to liaise with development | coordination
scrolled down the whole consent team team
form.
TUA-02 Consent form that explicitly states | August 2018 Project coordination team | LUH
how an individual can withdraw with LUH
hers/his consent
TUA-03 Allow travellers to revoke their | August 2018 Project coordination team | Project
consent at any time to liaise with development | coordination
team team
All data stored will be handled | August 2018 Project coordination team | Project
according to the consortium data with LUH to liaise with | coordination
retention policy development team team
TUA-04 Access personal data through the | August 2018 Project coordination team | Project
application Ul to laise with development | coordination
team team
Provide a copy of the personal | August 2018 Project coordination team | Project
data as a csv file to liaise with development | coordination
team team
TUA-05 Update personal data through the | August 2018 Project coordination team | Project
application Ul to liaise with development | coordination
feam feam
TUA-07 All information stored in the | August 2018 Project coordination team | Project

iBorderCtrl database about an
individual will be extracted in a
csv file

to laise with development
team

coordination
team




TUA-08 Consent form to explicitly state | August 2018 Project coordination team | Project
that personal data are collected with LUH coordination
for research purposes and that team
the results of the research don't
identify individuals.
TUA-09 [dentify which security | August 2018 Project coordination team | Information
certifications are important to liaise with information | security officer
security officer
Check the terms of service of the | August 2018 Project coordination team | Project
selected CSP to determine if we with LUH coordination
are allowed to run security tests team
(auditing) on the CcSP
infrastructure
Implement secure APIs August 2018 Project coordination team | Development
to liaise with development | team manager
team
Apply security updates and | Continuous Project coordination team | Information
general software updates to liaise with information | security officer
security officer
TUA-10 Contractually bind the CSP from | August 2018 Project coordination team | Project
denying responsibility if thereis a with LUH coordination
data breach within its team
environment
TUA-11 Same action as for DAA'I-02
TUA-12 Collect the absolutely necessary | August 2018 Project coordination team | Project
traveller information with LUH to liaise with | coordination
development team team
TUA-13 Consent form to thoroughly | August2018 Project coordination team | Project
analyse the reasons for obtaining with LUH coordination
the personal data and how they team
are going to be processed/utilised
BGUA PU - | Implementation of the most | August 2018 Project  technical  and | ||
01 effective  data  transmission developers team [
regarding the portable device
security
BGUA PU - | Implementation of the dataflow | August 2018 Project  technical and | | NN
02 and structures in which data will developers team liaise with | | NN
be kept, informing the traveller Polish Border Guard
why data are collected. Consultant
BGUA PU - | Consider the ways of informing | August 2018 Project  technical and | | NN
03 the individuals about data developers team liaise with | [HNEEEEN
collection purposes such as Polish Border Guard
consent forms or declarations Consultant

including the legal basis.




8 Conclusions

The implementation of the iBorderCtrl software platform is progressing as planned and there are no currently
foreseen deviations. The progress on the Secure [T infrastructure that hosts the applications (TUA, BMUA and
BGUA), the Risk based Assessment tool (RBAT), the External Legacy and Social Interfaces capabilities (ELSI) as
well as the three user interfaces are presented in this document. Adherence to technical requirements relevant
to each are ensured and presented in this document through a tabular view with short explanations. Data flows,
and states of current implementation as well as explanations of any decisions taken have been justified and
presented. This deliverable is an interim report, Screen shots, schematics and visualizations are used throughout
the documentto demonstrate the current state of development, with the expectations that at the end ofeach task
of WP 4 (month 24) when Deliverable 4.2 will be presented these will be presented in their final form. A thorough
Data Protection Impact Assessment (DPI[A) is also performed in this WP and presented in this deliverable to
ensure adherence to Data protection requirements of the project. The DPIA is based on the overall system design
and not just the state of the prototype implementation therefore we expect the continuation of adherence to it.
However, monitoring of the evolution of each aspect of the system will continue to ensure the end iBorderCtrl
platfoerm adheres to all data privacy requirements.

This deliverable demonstrates that a great portion of the development of the iBorderCtrl software platform and
related interfaces are complete, adheres to all technical as well as data protection requirements and is on track
to be completed on time at M24. Furthermore, considerations of the system -as a whole- were considered to
minimize any risk to the in parallel ongoing integration phase of the project.



