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1. Progress of Work Plan in the period

1.1 General progress

iCROSS project started on September 1, 2016. Six (6) WPs have started this month. Namely, WP1:
Ethics requirements, WP2: Relevant EU Legislation, Requirements Analysis and Reference
Architecture, WP7: Dissemination, Exploitation, Communication and WP8: Project Management and
Quality Assurance. The main objectives of this first period were the extraction and analysis of user
requirements (D2.1) the preparation and completion of the iCROSS Web Portal (D7.1) and the iCROSS
flyer (D7.2), the submission of the Quality Management Plan (D8.1) and the Appointment of an
External Ethical Advisor (D1.3). All Deliverables were submitted on time and some even a few months
earlier (e.g. D7.1, D7.2). In Month 3 (November 2016) of the project, WP3 and WP4 have started as
well. WP3 focuses on the development and technical test of all technological components and
subsystems while WP4 focuses on the development of the iCROSS software platform and related
interfaces. Furthermore, several communication/ dissemination activities were performed, for
example, the preparation of the web-site and project flyer as already mentioned, the creation of a
LinkedIn Group and a Twitter account, the participation in a number of workshops and events,
publications and a featured article in the EU Horizon Magazine.

1.2 Progress on all work packages against initial objectives

WP 1: Ethics requirements. The main objective of this work package is to ensure compliance with
the 'ethics requirements'. As border checks naturally require the processing of personal data, the
technical developments of iCROSS can potentially cause complex and significant ethics issues. In order
to ensure that the project follows ethic principles (Code of Ethics), properly address ethics issues and
minimize the risk for individuals, the appointment of an independent Ethics Advisor was agreed by all
consortium partners. The selected Ethics Advisor (EA) has the appropriate expertise in data
protection, surveillance and profiling as stipulated in D1.3. The EA has been introduced to the project
and is following all activities; currently being engaged to the architecture design (D2.2), which will be
finally reviewed in accordance to any ethics constraints.

WP 2: Relevant EU Legislation, Requirements Analysis and Reference Architecture. This
workpackage was very active during this period. Soon after the kick-off meeting the relevant work
progressed quickly and the focus of activities concentrated on the extraction of the user requirements
and the delivery of D2.1 - “Requirements Analysis Report”. More specifically, D2.1 activities that were
carried out in the framework of this work package included the following main aspects:

a) description and analysis of concepts of border management (historical context, current practice and
European perspective on Integrated Border Management) along with reviews of individual practices
at the Border Control Points of the iCROSS end users: Hungarian National Police, the Latvian Border
Guard and TRAINOSE (Greek Rail Border Crossing Points),

b) a thorough review of the State of the Art of all interdisciplinary technologies that will be employed
within the iCROSS overall system regarding: existing border control platforms, document authenticity
analytics tools, automatic deception detection systems, biometrics, hidden human detection tools,
analytics, wireless communication networks. Particular attention was also given to relevant surveys
and recent research in the field,

c) a specific methodology was adopted for the requirements capture and analysis to complement the
state of the art review with the user perspective. This methodology was combined with specific user-
centric questionnaires for the Border Guards and a relevant site survey with a practical “End User’s
Workshop” which was held at the |Border Control Point ]
In parallel, a Traveler’s survey took place for adequate time through an on-line (web) questionnaire
accompanied with printed traveler's awareness flyers which were disseminated at each candidate
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pilot site / Border Control Point by the end users. Both the on-line traveler’s questionnaire and the
flyers were translated into 11 languages based on the relevant mapping of the citizens nationalities
(EU and Third Country Nationals) crossing each border line. To this end, the 2nd project’s consortium
meeting was held in Budapest, 9-11 November 2016 combined with a visit to the |
Border Control Point, in order to officially initiate the above surveys, to assess the relevant
preliminary feedback and to provide guidance for the next steps.

d) based on all the above activities, the elicitation of the general user requirements was held; to this
respect the user requirements were extracted from the Traveler’'s survey results, the Border Guard
survey results, the Border Guard Officers and Managers interview results combined with the expertise
of the participating end users.

Following the gathering and elicitation of all the above information the D2.1 was successfully delivered
in due time according to the provisions of the Annex | of the Grant Agreement.

In parallel to the extraction of the user requirements, the WP2 activities are focused on the
development of the iCROSS Reference Architecture (in the framework of Task 2.2 / D2.2]) along with
an overview of the legal and ethical framework (Task 2.3 / D2.3). The work is still ongoing following
the given time plan and includes the following:

Concerning the iC Reference Architecture: The definition of the functional and non-functional
requirements of the main iCROSS system sections (preregistration, iCROSS platform and Border
Control) and their communication interfaces along with the design of the iCROSS Reference
Architecture including the envisioned scenarios, use cases, end-user functionalities and technical
requirements are in progress and in line with the related work plan included in Annex I of the Grant
Agreement. The design of the system architecture and its subsystem components along with their data
communication mechanism is in progress as well. Based on the system analysis both functional and
non-functional specifications are also being elicited, including system hardware, firmware and
software also in combination to the relevant aspects of WP3 and WP4 who have been initiated as well.

Concerning the legal and ethical framework: The above actions are being made almost in parallel with

the EU-wide legislation review, since the user requirements -along with legal compliance, in terms of
legislation and procedures in land border control crossings (esp. in Schengen areas)- play a major role.
An interaction between the functionalities of the Reference Architecture and the legal and ethical
framework takes place, incorporating also the relevant aspects of WP1. Ethical issues such as privacy,
informed consent and their impact on security issues, arising from the deployment and use of the
activity monitoring system are constantly being identified in order to develop remedies and to
guarantee an appropriate implementation.

Both the above issues are expected to be finalized in due time, according to the WP2 time plan.

WP 3: Technological Components and Subsystems Development. Partners have already started to
identify the risks related to each component/module and prepare Gantt charts which are constantly
updated as the work progresses. The necessary hardware sensors - cameras, scanners and other
devices that will be used to capture all the necessary input are currently being identified. In parallel,
an in-depth analysis of biometric sensors (i.e. fingerprints, face, iris and vein), either commercially
available or in research stage, is being carried out. The analysis will also encompass state-of-the-art
document authentication instruments along with the inclusion of sensors and techniques for hidden
humans’ detection (taking into account both the specific relevant tools already used at the Border
Control and the insertion and testing of additional ones, based on the user requirements analysis). All
the devices are subjected to a comprehensive SWOT analysis. Moreover, all spoofing techniques with
regard to the above tools are examined and effective counter-spoofing solutions are being identified.
All the subsystems involved in WP3 are already in their design phase taking into account the work
already done in WP2 during the definition of the reference architecture and the user requirements.
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portable scanners to speed up border crossings” in the
EU Research & Innovation Magazine (8t of February
2017). https://horizon-magazine.eu/article/avatar-
interviews-and-portable-scanners-speed-border-
crossings_en.html

Overview on use of resources
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